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MANAGEMENT SERVER AND
MANAGEMENT METHOD

INCORPORATION BY REFERENCE

This application claims priority based on Japanese patent
application, No. 2012-040257 filed on Feb. 27, 2012, the
entire contents of which are incorporated herein by reference.

BACKGROUND

The disclosed subject matter relates to a management
server and management method for automatically generating
tenant topology information constructed by using a plurality
of virtualization techniques.

A multi-tenant system has been becoming widespread as
an effective means of a cost reduction for computer network-
ing. The multi-tenant means a system for virtualizing and
aggregating a plurality of tenants (information systems) in a
single physical infrastructure (physical device group). As the
plurality of tenants actually share physical devices and also
use various network virtualization techniques, it is possible to
have the individual tenants recognize as if they are using a
dedicated device group.

The tenants can now take a flexible and complicated net-
work configuration because of the development of the net-
work virtualization techniques in recent years. The network
virtualization techniques include virtualization techniques
for an L2 (Layer 2) layer and virtualization techniques for an
L3 (Layer 3) layer. The L2 layer virtualization techniques
include virtual LAN (Local Area Network) techniques such
as a VLAN (IEEE802.1QQ Virtual Local Area Network); and
the L3 layer virtualization techniques include virtual router
techniques such as VRF (Virtual Routing and Forwarding)
and VR (Virtual Router). Furthermore, virtual interface tech-
niques such as VL AN interfaces and sub-interfaces are also
included as techniques for linking the [.2 techniques and the
L3 techniques. A tenant network is constructed by combining
such virtualization techniques.

A virtual network of tenants having various configurations
can now be constructed in a single physical infrastructure in,
for example, a datacenter network by making full use of the
virtualization techniques like those described above. The
configurations of tenants include a configuration constituted
from a single [.2 network segment and a configuration in
which a plurality of L2 networks are mutually coupled at an
L3 level by using a virtual router, a firewall, and a load
balancer.

In a sense, each virtual network for a tenant is a different
subset of the entire (or overall) virtual network. Virtual net-
works for tenants are terminated by, for example, a router
serving as a gateway to an external network and provide
various services to the external network. As another example,
virtual networks for tenants are terminated by a VPN (Virtual
Private Network) device, are connected to clients outside the
datacenter via the VPN, and are used for internal usage such
as scientific calculation.

On the other hand, since many tenants having various
configurations have cometo coexist in a single physical infra-
structure, it has become difficult to understand logical con-
figurations (tenant topologies) of the tenants and an operation
cost has been increasing. To understand the individual tenant
topologies is a basic work in operation management services
and is necessary, for example, when adding a new tenant,
changing, deleting, designing, verifying, or monitoring the
configuration of the existing tenant(s), or dealing with a fail-
ure(s).
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Conventional methods used to understand tenant topolo-
gies and their problems are as follows. A first method is to
manually manage and understand tenant topology diagrams
by using documents and the like. The problem of this method
is that information described in the documents does not nec-
essarily match the content that is actually set to devices. Also,
another problem is that management of each tenant by draw-
ing a topology diagram for each tenant one by one itself is
complicated work and human errors tend to easily occur.

A second method is to interpret the information of device
settings by means of manual work and understand logical
tenant topologies. However, since a large number of items are
set to the devices on a complicated virtual network as
explained earlier, the problems of this method are that: there
is a high possibility that the configuration cannot be accu-
rately acquired due to human errors; and it takes an enormous
amount of time to acquire the tenant topologies.

In order to solve the problems of the conventional methods,
it is an object to automatically analyze setting information
(config) of the devices and automatically generate one or
more pieces of tenant topology information. If the setting
information of the devices can be analyzed, the tenant topolo-
gies can be acquired; and human errors can be reduced and
work time can also be reduced by automating this analysis.

In relation to this object, there is a conventional technique
that automatically generates logical topology information in a
virtual network. For example, according to Japanese Patent
Application Laid-Open (Kokai) Publication No. 2009-
194675, VLAN topology information (VLAN is an [.2 virtu-
alization technique) is automatically generated. This tech-
nique generates logical connection relationship information
of physical devices in a network composed of a plurality of
VLAN:S by using setting information about VL AN interfaces
from config information that is set to the devices in a network
environment composed of switches and routers.

According to U.S. Pat. No. 7,593,352, an information
exchange relationship between virtual routers is automati-
cally generated as an example of the 1.3 virtualization tech-
niques. This technique is used for VPN services of an MPLS
(Multi Protocol Label Switching) network in a carrier net-
work. If this technique is used, a path exchange relationship
between virtual routers at each of client sites can be acquired
based on setting information of the VRF of the MPLS router.

SUMMARY

The problem of these conventional techniques is that the
logical topology information of individual virtual networks
cannot be generated in the network environment where vir-
tual networks of a plurality of tenants are constructed by using
a plurality of virtualization techniques.

Specifically, the technique disclosed by Japanese Patent
Application Laid-Open (Kokai) Publication No. 2009-
194675 is a technique to identify a logical connection rela-
tionship of physical devices; and in the environment where
virtual networks of a plurality of tenants share the physical
devices, the tenant topologies cannot be identified individu-
ally even if this technique is directly applied. Furthermore, in
the environment where target devices are only switches or
routers that realize the VLAN and the virtual router tech-
niques are used, the problem is that logical topologies of the
virtual networks cannot be acquired accurately. Furthermore,
detailed information that should be retained in a generation
program for generating the logical topologies is not disclosed.

Regarding the technique disclosed by U.S. Pat. No. 7,593,
352, its target devices are only routers for realizing the VPN
by MPLS of a carrier network; and although this technique
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can identify the connection relationship between virtual rout-
ers, it cannot generate topology information about a virtual
LAN. The virtual LAN is a commonly used technique in
office networks and datacenter networks, but the problem is
that this technique cannot acquire the logical topologies or
acquire tenant-based topologies. Furthermore, in the afore-
mentioned network environment unlike a carrier network
VPN, there is a possibility that the tenant topologies may be
mutually coupled at positions such as gateways and are not
completely separated from each other. Even if this disclosed
technique is applied in this case, a problem of false recogni-
tion of the plurality of mutually coupled tenant topologies as
one topology may occur.

Therefore, Japanese Patent Application Laid-Open (Ko-
kai) Publication No. 2009-194675 and U.S. Pat. No. 7,593,
352 have the problem of incapability to accurately generate
the tenant topology information in the complicated multi-
tenant environment configured by combining virtual LANs,
virtual interfaces, and the virtual router techniques.

As compared to a case where a single virtualization tech-
nique is used, information to be managed and information to
be associated with are complicated with respect to a virtual
network using a plurality of virtualization techniques and the
above-described problem cannot be solved easily by simple
extension of the conventional technology. Furthermore, since
the tenant topologies are not completely independent and
may possibly be partially coupled to each other as mentioned
above, a system for identifying the individual tenant topolo-
gies is not obvious and cannot be achieved easily.

This specification discloses a management server and man-
agement method capable of identifying a logical topology of
each virtual network among logical topologies of a plurality
of virtual networks constituting the overall virtual network
including a plurality of virtual resources virtually constructed
in physical devices coupled to a physical network.

The disclosed management server and management
method includes: a storage device storing logical topology
information of a plurality of virtual networks including a
plurality of virtual resources virtually constructed in a plural-
ity of physical devices coupled to a network, which is logical
topology information of all the virtual networks; and a con-
troller for managing the logical topology information of all
the virtual networks; wherein the controller judges, based on
the logical topology information of all the virtual networks,
whether or not a branch point resource (which is a virtual
resource for mutually coupling the plurality of virtual net-
works and constitutes a branch point for each virtual network)
exists in the virtual resources of the virtual networks; and if it
is determined as a judgment result that the branch point
resource exists, the controller searches the logical topology
information of all the virtual networks, extracts a series of
virtual resources that terminates at the branch point resource,
and identifies the series of extracted virtual resources as a
partial topology or one virtual network.

Furthermore, if the branch point resource is known, the
controller: searches the logical topology information of all
the virtual networks based on the branch point resource which
is a virtual resource for mutually coupling the plurality of
virtual networks and constitutes a branch point of each virtual
network; extracts a series of virtual resources that terminates
at the branch point resource; and identifies the series of
extracted virtual resources as a partial topology or one virtual
network.

Furthermore, when displaying information on a display
device in accordance with an instruction from the controller,
the controller: searches the logical topology information of
all the virtual networks based on the branch point resource
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which is a virtual resource for mutually coupling the plurality
of virtual networks and constitutes a branch point of each
virtual network; extracts a series of virtual resources that
terminates at the branch point resource; identifies the series of
extracted virtual resources as a partial topology; issues an
instruction to the display device to display information about
the identified partial topology; and issues an instruction to the
display device to not display information indicating a corre-
spondence relationship between the physical devices and the
plurality of virtual networks.

The above-described aspects can be applied to, for
example, an information processing system constructed by
using virtualization techniques.

According to the disclosed content, a logical topology of
each virtual network can be identified among logical topolo-
gies of a plurality of virtual networks including a plurality of
virtual resources virtually constructed in the physical devices.

The details of one or more implementations of the subject
matter described in the specification are set forth in the
accompanying drawings and the description below. Other
features, aspects, and advantages of the subject matter will
become apparent from the description, the drawings, and the
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example of a system configuration of a
datacenter according to a first embodiment.

FIG. 2 shows an example of the configuration of a man-
agement server according to the first embodiment.

FIG. 3 shows an example of the structure of a network
device management table.

FIG. 4 shows an example of the structure of a node pattern
management table.

FIG. 5 shows an example of the structure of an edge pattern
management table.

FIG. 6 shows an example of the structure of a node man-
agement table.

FIG. 7 shows an example of the structure of an edge man-
agement table.

FIG. 8 shows an example of the structure of a node gen-
eration unit.

FIG. 9 shows an example of the structure of an edge gen-
eration unit.

FIG. 10 shows an example of the structure of an overall
topology DB.

FIG. 11 shows an example of the structure of a tenant
topology management DB.

FIG. 12 shows an example of the structure of a tenant
branch point management table.

FIG. 13 is an example of a flowchart for explaining tenant
topology generation.

FIG. 14 is an example of a flowchart for explaining config
unit analysis processing.

FIG. 15 is an example of a flowchart for explaining single
node generation and registration processing.

FIG. 16 is an example of a flowchart for explaining single
edge generation and registration processing.

FIG. 17 is an example of a flowchart for explaining tenant
topology identification processing.

FIG. 18 is an example of a flowchart for explaining tenant
branch point decision processing.

FIG. 19 is an example of a flowchart for explaining tenant
branch point request analysis processing.

FIG. 20 is an example of a flowchart for explaining tenant
branch point estimation processing.



US 9,137,118 B2

5

FIG. 21 is an example of a flowchart for explaining tenant
topology search processing.

FIG. 22 shows an example of the structure of a logical
topology

FIG. 23 shows a display example for a tenant topology
management screen.

FIG. 24 is an example of a flowchart for explaining tenant
branch point designation processing.

FIG. 25 shows a physical configuration of the management
server.

FIG. 26 shows an example of the configuration of a man-
agement server according to a third embodiment.

FIG. 27 is an example of a flowchart for explaining tenant
topology search processing according to the third embodi-
ment.

FIG. 28 is an example of a flowchart for explaining branch
point node judgment processing.

FIG. 29 shows an example of the configuration of a man-
agement server according to a fourth embodiment.

FIG. 30 shows an example of the structure of a similar
tenant topology DB.

FIG. 31 shows an example of the structure of an inter-
topology similarity table.

FIG. 32 is an example of a flowchart for explaining similar
tenant topology identification processing.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

First Embodiment

A first embodiment will be explained by referring to an
example of tenant topology generation in a network system at
a datacenter. Incidentally, the datacenter network is just one
form of application of this embodiment and other applica-
tions of this embodiment include, for example, a network
across a plurality of datacenters, a carrier network, an office
network, or a campus network.

FIG. 1 is a system configuration diagram of a datacenter
according to the first embodiment. Referring to FIG. 1, a
datacenter 100 constitutes a system for providing appropriate
ICT (Information and Communication Technology) services
via a network 101. Devices that could be components of that
system include, in addition to network devices such as a
firewall 102, a load balancer 103, an L3 switch 104, and 1.2
switches 1054, 1055, server devices such as servers 106a,
1065, 106¢, 1064, SAN (Storage Area Network) switch
devices such as FC (Fibre Channel) switches 1074, 1075, and
storage devices such as storage devices 108a, 1085. Inciden-
tally, it is unnecessary to configure the system by using all
these devices and the system for providing appropriate ICT
services may be configured by using only an appropriate
number of appropriate types of devices. Furthermore, a man-
agement server 109 is coupled to this system. The manage-
ment server 109 is coupled to a console 110.

The network devices such as the firewall 102, the load
balancer 103, the L3 switch 104, and the L2 switches 1054,
1054 constitute a LAN (Local Area Network), provide net-
work connectivity to the servers 106a to 1064, and control
packets sent and received by the servers. These network
devices are coupled to the servers and may be further coupled
to the management server 109 and an external network of the
datacenter 100. Protocols for intra-LAN communications
include Ethernet (registered trademark) and protocols for
inter-LAN communications include IP (Internet Protocol).
Then, these network devices have virtual LAN techniques
such as IEEE802.1Q VLAN, virtual interface techniques
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such as VLAN interfaces and sub-interfaces, and virtual
router techniques such as VRF and VR and constitute a virtual
network(s) on a physical network. These network devices
may be implemented as virtual machines (virtual appliances)
by the virtualization technique of the servers 106a to 1064
described later.

The server devices such as the servers 106a to 1064 execute
applications to perform appropriate ICT services. These
server devices are coupled to each other via the aforemen-
tioned network device(s) and are further coupled to devices
outside the datacenter 100. Furthermore, the server devices
access the storage devices 108a, 1086 via the FC switches
107a, 1075 as described later. Each of the server devices is
equipped with an NIC (Network Interface Card), an HBA
(Host Bus Adapter), or a CNA (Converged Network Adapter)
and accesses a LAN and a SAN. A plurality of virtual servers
(VM) may be generated in the server devices by a VMM
(Virtual Machine Monitor) technique or an LPAR (Logical
Partitioning) technique. In this case, a VM generates a vNIC
(Virtual Network Interface Card), vHBA (Virtual Host Bus
Adaptor), and a virtual CNA which are virtual interfaces; and
the VM accesses the network devices or the storage devices
via these virtual interfaces.

The SAN switch devices such as the FC switches 107a,
1075 constitute a SAN and transfer an /O (Input/Output)
request from the servers 106a to 1064 to the storage devices
108a, 10856 and transfer 1/0 data, which has been read from
the storage device 108, to the servers 1064 to 106d. Protocols
for intra-SAN communications and inter-SAN communica-
tions include FC, FCIP (FC over IP), FCoE (FC over Ether-
net), and iSCSI (Internet Small Computer System Interface).
Furthermore, these SAN switch devices are equipped with
virtualization techniques such as Zoning, NPIV (N Port_ID
Virtualization), and VSAN (Virtual Storage Area Network-
ing). Incidentally, they may be equipped with other virtual-
ization techniques.

The storage devices such as the storage devices 108a, 1085
provide external storage areas to the servers 106a to 1064 via
the aforementioned SAN. The storage device 108 includes an
NPIV for virtualizing physical ports to access the storage
device and LUs (Logical Units) that are logical volumes
configured in the physical storage device. The storage device
108 may be equipped with functions such as LUN (Logical
Unit Number) masking to associate storage ports with L.Us
and the servers.

The management server 109 collects setting information
retained by each device in the system (hereinafter sometimes
referred to as the config) and generates logical topology infor-
mation of all or some of the virtual networks constructed from
a plurality of devices in the datacenter 100 by using the
collected setting information. The management server 109
visualizes the generated logical topology information and
displays it on a screen of the console 110.

Incidentally, the functions of the constituent devices of the
above-mentioned system (such as the firewall and the load
balancer) may be provided by hardware or by software.

FIG. 2 is a configuration diagram showing an example of
the configuration of the management server 109. Referring to
FIG. 2, the management server 109 includes, as its compo-
nents, a config collection unit 201, a topology visualization
unit 202, a management request reception unit 203, a network
device management table 204, an overall topology DB 205, a
tenant topology DB (DataBase) 206, an overall topology
generation unit 207, and a tenant topology identification unit
208.

The config collection unit 201 collects the setting informa-
tion (config) of the devices from the network devices in the
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datacenter 100. Components of the config collection unit 201
include a network device information registration unit 211
and a config collection unit 212. The network device infor-
mation registration unit 211 adds or deletes information,
which is necessary to collect the config from the network
devices in the datacenter 100, to or from the network device
management table 204 described later.

The config collection unit 212 refers to network device
information of the network device management table 204 and
collects the config of the devices from each network device in
the datacenter 100. The collected config is stored, for
example, as config files in the management server 109. For
example, the config files are stored in the storage device (not
shown) and a file name list of the stored config files is retained
in the network device management table 204. Incidentally,
this config collection unit 212 is not mandatory and other
methods may be used as long as the management server 109
can analyze the config. For example, an administrator may
collect the config manually and store it as config files in the
management server 109.

The topology visualization unit 202 visualizes overall
topology information in the overall topology DB 205 or ten-
ant topology information in the tenant topology DB 206 and
outputs the logical topology on a GUI (Graphical User Inter-
face) screen by using a GUI display control unit 221.

The GUI display control unit 221 controls a logical topol-
ogy display method for displaying the logical topology on the
GUI screen based on input by an operator. An implementation
example will be explained with reference to FIG. 23.

The management request reception unit 203 accepts a pro-
cessing request for generation of the logical topology infor-
mation from the operator and issues a command to each
function unit to execute the processing. The processing
requested by the operator is, for example, collection of the
config, generation of the logical topology information based
on the collected config, and visualization of the generated
logical topology. In this example, the function units to deal
with each process of the above-listed processing are the con-
fig collection unit 201, the overall topology generation unit
207, and the topology visualization unit 202.

Furthermore, other processing requested by the operator
includes, for example, registration of node patterns and edge
patterns. If registration of the node patterns and the edge
patterns is requested, the node pattern registration unit 232 or
the edge pattern registration unit 233 is called via the overall
topology generation unit 207. Alternatively, the processing
requested by the operator may be, for example, express des-
ignation of a tenant branch point resource described later; and
in this case, the tenant topology identification unit 208 is
called.

The network device management table 204 retains neces-
sary information to collect the config from the network
devices. That information includes, for example, an ID of the
relevant device, its device type, its IP address, its login name,
and its password. The details of the network device manage-
ment table 204 will be explained with reference to FIG. 3.

The generated topology DB 205 retains the overall topol-
ogy information generated by the overall topology generation
unit 207. Its details will be explained with reference to FIG.
10.

The tenant topology DB 206 retains the tenant topology
information generated by the tenant topology identification
unit 208. Its details will be explained with reference to FIG.
11.

The overall topology generation unit 207 analyzes the con-
fig collected by the config collection unit 201, generates the
logical topology information of all the virtual networks as a
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graph structure composed of nodes (virtual resources such as
virtual LAN's and virtual interfaces) and edges (logical con-
nections between the virtual resources), and stores informa-
tion of the generated graph structure in the overall topology
DB 205.

The overall topology generation unit 207 includes, as its
components, an overall topology generation and management
table 231, a node pattern registration unit 232, an edge pattern
registration unit 233, a node generation unit 234, an edge
generation unit 235, and an overall topology construction unit
236.

The overall topology generation and management table
231 is to manage information for generating nodes and edges
from the config and manages the generated nodes and edges
and includes one or more node pattern management tables
241a, 241b, 241c¢, one or more edge pattern management
tables 242a, 2425, 242¢, a node management table 243, and
an edge management table 244. When the overall topology
generation unit 207 generates nodes from the config, it refers
to the node pattern management tables 241a to 241c¢; and
when the overall topology generation unit 207 generates
edges, it refers to the edge pattern management tables 2424 to
242c¢. The generated nodes and edges are stored in the node
management table 243 and the edge management table 244,
respectively.

The node pattern registration unit 232 registers node pat-
terns of the config in the node pattern management table 241.
For example, when a device of a new device type is intro-
duced to the datacenter, the administrator newly inputs anode
pattern corresponding to this device. The newly input node
pattern is input to the node pattern registration unit 232 via the
management request reception unit 203 and the overall topol-
ogy generation unit 207. The node pattern registration unit
232 generates this new node pattern as a new node pattern
management table 241d.

Incidentally, the node pattern is a creation pattern of a
generation command indicating virtual resource generation
of various virtualization techniques in the config. The cre-
ation pattern of the generation command will be hereinafter
referred to as the generation pattern. The details of the gen-
eration pattern will be explained with referent to FIG. 4.

Furthermore, the aforementioned virtual resource is a vir-
tual instance generated by the virtualization technique and
means an instance which becomes a constituent element of
the logical topology of the virtual networks. The virtual
resource includes, for example, an instance of the virtual
LAN, an instance of the virtual interface, and an instance of
the virtual router.

The edge pattern registration unit 233 registers edge pat-
terns of the config in the edge pattern management table 242.
For example, when a device of a new device type is intro-
duced to the datacenter, the user newly inputs an edge pattern
corresponding to this device. The newly input edge pattern is
input to the edge pattern registration unit 233 via the man-
agement request reception unit 203 and the overall topology
generation unit 207 and the node pattern registration unit 232
generates this new edge pattern as a new edge pattern man-
agement table 2424.

Incidentally, the edge pattern is a pattern of a setting com-
mand indicating a connection between virtual resources of
various virtualization techniques in the config. The setting
pattern of the connection command will be hereinafter
referred to as the connection pattern. The details of this con-
nection pattern will be explained with reference to FIG. 5.

Furthermore, the connection between the virtual resources
means a logical connection between the aforementioned vir-
tual resources constituting the logical topology. The connec-
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tion between the virtual resources includes, for example, a
connection between a VLAN and a VLAN interface and a
connection between a VLAN interface and a VRF.

The node generation unit 234 extracts a command corre-
sponding to generation of a virtual resource from the config of
the devices based on the node pattern management table 241
and generates a node corresponding to the above-mentioned
virtual resource based on information including the extracted
command. The generated node is stored in the node manage-
ment table 243. The details of the node generation unit 234
will be explained with reference to FIG. 8.

The edge generation unit 235 extracts a command corre-
sponding to a connection between the virtual resources from
the config of the devices based on the edge pattern manage-
ment table 242 and generates an edge corresponding to the
above-mentioned connection between the virtual resources
based on information including the extracted command. The
generated edge is stored in the edge management table 244.
The details of the edge generation unit 235 will be explained
with reference to FIG. 9.

The overall topology construction unit 236 generates the
logical topology information of all the virtual networks at the
datacenter 100 based on the content of the node management
table 243 and the edge management table 244 and store it in
the overall topology DB 205. The format of the topology
information to be stored in this DB may be of any appropriate
format such as an adjacency matrix, an incidence matrix, an
adjacency list, or an incidence list. In this embodiment, the
adjacency list format is used.

The node pattern management tables 241a to 241c¢ retain
creation patterns indicating generation of the virtual
resources of various virtualization techniques in the config by
associating them with the node types. Examples of generation
of the virtual resources include generation of a new instance
of a virtual interface and generation of a new instance of a
virtual router. Incidentally, these tables are prepared for each
device type of the devices. For example, the node pattern of
device type aaa is 2414. The details of the node pattern man-
agement table 2414 will be explained with reference to FIG.
4.

The edge pattern management tables 242a to 242¢ retain
connection patterns indicating connections between the vir-
tual resources of the various virtualization techniques in the
config. Examples of connections between the virtual
resources include a logical connection between an instance of
a virtual LAN and an instance of a virtual interface and a
logical connection between an instance of a virtual interface
and an instance of a virtual router. This table is prepared for
each device type of the devices. For example, the edge pattern
of'the device type aaa is 242a. The details of the edge pattern
management table 242a will be explained with reference to
FIG. 5.

The node management table 243 is a table for managing
nodes generated from the config. The details of the node
management table 243 will be explained with reference to
FIG. 6.

The edge management table 244 is a table for managing
edges generated from the config. The details of the edge
management table 244 will be explained with reference to
FIG. 7.

The tenant topology identification unit 208 receives input
of'the logical topology information of all the virtual networks,
which is retained in the overall topology DB 205, identifies
individual tenant topologies, and stores them in the tenant
topology DB 206. The format of the topology information to
be stored in this DB may be of any appropriate format such as
an adjacency matrix, an incidence matrix, an adjacency list,
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or an incidence list; however, it is necessary to be capable of
identifying the topology information on a tenant basis.

The tenant topology identification unit 208 includes, as its
components, an overall topology temporary management DB
251, a tenant topology management DB 252, a tenant branch
point decision unit 253, a branch point management table
254, and a tenant topology search unit 255.

The overall topology temporary management DB 251 is a
DB for temporarily managing the overall logical topology. Its
basic structure is the same as that of the overall topology DB
205.

The tenant topology management table 252 is a DB for
retaining a specified tenant topology from among the overall
topology. Its basic structure is the same as that of the tenant
topology DB 206.

The tenant branch point decision unit 253 judges whether
or not there is a virtual resource which couples a plurality of
tenant topologies inside the overall topology and hence which
is a branch point of each virtual network (hereinafter some-
times referred to as the branch point resource); and if the
branch point resource exists, the tenant branch point decision
unit 253 identifies its one or more branch point resources.

The branch point management table 254 is a table for
retaining branch point resource information. Its details will be
explained with reference to FIG. 12.

The tenant topology search unit 255 executes processing
for identifying a tenant topology of an individual tenant based
on the branch point resource information retained in the
branch point management table 254 and stores the identified
tenant topology in the tenant topology management table 252.
After the entire tenant topology identification processing ter-
minates, the tenant topology search unit 255 outputs the ten-
ant topology to the tenant topology DB 206.

The tenant branch point decision unit 253 includes a
request analysis unit 261, a branch point estimation unit 262,
and a branch point registration unit 263.

When the branch point resource information is designated
via the console 110, the request analysis unit 261 receives this
branch point resource designation request and identifies a
virtual resource corresponding to the designated branch point
resource from the overall topology temporary management
DB 251.

The branch point estimation unit 262 judges whether the
branch point resource exists in the overall topology or not;
and if the branch point resource exists, the branch point esti-
mation unit 262 identifies its one or more branch point
resources.

The branch point registration unit 263 registers the branch
point resource(s), which was identified by the request analy-
sis unit 261 and the branch point estimation unit 262, in the
branch point management table 254.

The tenant topology search unit 255 includes a branch
point node removal unit 271, a recursive search unit 272, and
a partial topology identification unit 273.

The branch point node removal unit 271 removes the
branch point resource(s), which is retained in the branch point
management table 254, from the overall topology temporary
management DB 251.

The recursive search unit 272 sets an arbitrary virtual
resource as a search origin and recursively searches adjacent
resources in order to identify a partial topology correspond-
ing to the tenant topology from the overall topology tempo-
rary management DB 251.

The partial topology identification unit 273 stores a partial
topology, which is constituted from a series of virtual
resources searched by the recursive search unit 272, as a
tenant topology in the tenant topology management DB 252.
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FIG. 3 is an example of the structure of the network device
management table 204. Referring to FIG. 3, the network
device management table 204 manages information used
when collecting the config from the network devices in the
datacenter 100. The information to be managed in this table
includes a device ID 301, a device type 302, an IP address
303, a user name 304, a password 305, and a file name 306 of
the config. The device ID 301 is an ID for uniquely identify-
ing an individual network device in all the networks. The
device type 302, the IP address 303, the user name 304, and
the password 305 are necessary information to remotely log
into the relevant network device and collect the config. The
file name 306 is a file name used to store the collected config.
The network device management table 204 may also retain
other information as the need arises.

FIG. 4 shows an example of the structure of the node
pattern management table 241a. Referring to FIG. 4, the node
pattern management table 2414 manages association between
the node type 401 and the creation pattern (generation pat-
tern) 402 related to the generation of a virtual resource with
respect to the device type aaa.

The node type represents the type of a virtual resource. For
example, node N1 represents a virtual resource related to a
virtual LAN, node N2 represents a virtual resource related to
a virtual interface, and node N3 represents a virtual resource
related to a virtual router.

For example, a generation pattern 411 is a setting pattern
related to the generation of a virtual resource of a VLAN
(node N1) which is one of the virtual LAN techniques; a
generation pattern 412 is a setting pattern related to the gen-
eration of a virtual resource of a VL AN interface (node N2)
which is one of the virtual interface techniques; and a gen-
eration pattern 413 is a setting pattern related to the genera-
tion of a virtual resource of a VRF (node N3) which is one of
the virtual router techniques. If a part that matches any of
these generation patterns is found in the config, a node of the
corresponding node type is generated.

The content described in each cell of the generation pattern
402 will be explained. The first row in the cell means to start
a setting of a certain item and the last row means to terminate
the setting regarding this item. For example, regarding the
generation pattern 412 of a VL AN interface, a row indicating
“interface vlan <id>" means to start the setting of a certain
VLAN interface and the last row indicating “!”” means that it
is the last row of description regarding this setting. Any char-
acter string(s) which is not indicated in the generation pattern
402 may exist between the start and the end.

For example, the “ip address” row described in the genera-
tion pattern 412 is not mandatory. A condition that should be
satisfied by the generation pattern is that a node type and an
intra-type ID can be identified by means of node generation
processing described later. The intra-type ID is an ID for
uniquely identifying a node of a certain node type in a certain
config (ID of a virtual resource described in the config). In the
example of the node pattern management table 241a, the part
indicated as <id> in the generation pattern is the intra-type ID.
For example, in the case of the generation pattern 411 of the
VLAN (node N1), the part <id> corresponding to the VLAN
number is the intra-type ID of the node type N1.

Furthermore, the above-explained structure of the node
pattern management table 241a is not mandatory and any
other appropriate structures may be used. A condition that
should be satisfied by the node pattern management table is
that the generation pattern can be identified from the config
and the node ID can be extracted by means of the node
generation processing. Therefore, for example, the device
types aaa, bbb, and ccc may not be assigned to each of the
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node pattern management tables 241a to 241¢, and the gen-
eration pattern of the device type aaa may be retained in the
column 402, the generation pattern of the device type bbb
may be retained in another column, and the generation pattern
of the device type ccc may be retained in further another
column in one table.

FIG. 5 shows an example of the structure of the edge
pattern management table 2424. Referring to FIG. 5, the edge
pattern management table 2424 manages an edge type 501, a
connection node type 502, and a setting pattern (connection
pattern) 503 for a connection between virtual resources with
respect to the device type aaa.

The edge type 501 represents the type of a connection
relationship between virtual resources. For example, edge E1
is a connection between the respective virtual resources of a
virtual LAN and a virtual interface, edge E2 is a connection
between the respective virtual resources of a virtual interface
and a virtual router, and edge E3 is a connection between two
virtual resources of virtual routers. In this way, each edge type
is associated with the node type (connection node type 502) of
the two nodes coupled by the edge.

In this example, a connection pattern 511 is a setting pat-
tern for edge E1 connecting the virtual resource of the VLAN
(node N1) and the virtual resource of the VLAN interface
(node N2); a connection pattern 512 is a setting pattern for
edge E2 connecting the virtual resource of the VL AN inter-
face (node N2) and the virtual resource of the VRF (node N3);
and a connection pattern 513 is a setting pattern for edge E3
connecting the two virtual resources of the VRFs (node N3).
If a part that matches any of these connection patterns is found
in the config, the corresponding edge is generated.

The content described in each cell of the connection pattern
503 will be explained. The first row in the cell means to start
a setting of a certain item and the last row means to terminate
the setting regarding this item. For example, regarding the
connection pattern 511, a row starting with “interface vlan™ is
the first row and the row indicating “!”” is the last row. Inci-
dentally, any character string(s) which is not indicated in the
example of the connection pattern may exist between the start
and the end.

For example, the “ip address” row described in the connec-
tion pattern 511 is not mandatory. Furthermore, the connec-
tion pattern 513 is composed of a plurality of blocks, that is,
a block starting from the “route-map” row and ending with
the “!” row and a block starting from the “vrf definition” row
and ending with the “!”” row. Both blocks are associated with
each other by a character string indicated as <name>. Any
character string which is not related to this edge may exist
between these blocks.

A condition that should be satisfied by the connection
pattern is that the edge type and the intra-type ID of two nodes
connected to both ends of the edge can be identified by means
of'edge generation processing described later. The intra-type
1D is an ID for uniquely identitying a node of a certain node
type in a certain device as described earlier; and in this
example, the intra-type ID is a part indicated as <id1> or
<id2> in the connection pattern.

Specifically, regarding the connection pattern 512 of edge
E2, the part <id1> corresponding to the VLLAN interface
number is the intra-type ID of one node and the part <id2>
corresponding to the VRF number is the intra-type ID of the
other node. Incidentally, the intra-type ID of both nodes may
be indicated at the same part <id> as in the case of the
connection pattern 511 of edge E1.

Incidentally, the above-explained structure of the edge pat-
tern management table 2424 is not mandatory and any other
appropriate structures may be used. A condition that should
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be satisfied by the edge pattern management table is that the
connection pattern for the edge can be identified from the
config and the edge ID can be extracted by means of the edge
generation processing. Therefore, for example, the device
types aaa, bbb, and ccc may not be assigned to each of the
edge pattern management tables 242a to 242c¢, and the con-
nection pattern of the device type aaa may be retained in the
column 503, the connection pattern of the device type bbb
may be retained in another column, and the connection pat-
tern of the device type ccc may be retained in further another
column in one table.

FIG. 6 shows an example of the structure of the node
management table 243. Referring to FIG. 6, the node man-
agement table 243 is a table for managing nodes generated
based on the setting patterns of the config in an integrated
manner and this node management table 243 stores virtual
resource information. Each node includes a node ID 601
capable of uniquely identifying the relevant node in all the
virtual networks. Elements of the node are composed of vir-
tual resource information including the node type 401, an ID
603 of a physical device where the node exists, and an intra-
type 1D 604.

A row 611 means that there exists a virtual LAN (node N1)
whose virtual LAN number (the intra-type ID of the node N1)
is 10; a row 612 means that a device SW1 contains a virtual
interface (node N2) whose virtual interface number (the intra-
type ID of the node N2) is 10; a row 613 means that a device
FW contains a virtual router (node N3) whose virtual router
number (the intra-type ID of the node N3) is 1.

Incidentally, the above-explained structure of the node
management table 243 is not mandatory and any other appro-
priate structures may be used. Other table structure methods
include, for example, a method of preparing separate tables
for each node type and a method of preparing separate tables
for each device. A condition that should be satisfied by the
node management table 243 is that nodes of each node type of
each device can be managed in an integrated manner.

FIG. 7 shows an example of the structure of the edge
management table 244. Referring to FIG. 7, the edge man-
agement table 244 is a table for managing edge information
about edges generated based on the connection patterns of the
config in an integrated manner; and this edge management
table 244 stores inter-virtual-resource connection informa-
tion. Each edge has an edge ID 701 capable of identifying the
relevant edge in all the virtual networks and includes, as edge
information elements, the edge type 501 and node IDs 601-1,
601-2 of nodes coupled to both ends of the edge; and these
elements are configured as the inter-virtual-resource connec-
tion information. Incidentally, the edge management table
244 does not always require the edge type 501 and only
minimum necessary information meaning that specific two
nodes are coupled by the relevant edge may be required.

Incidentally, the above-explained structure of the edge
management table 244 is not mandatory and any other appro-
priate structures capable of managing edges may be used.
Other table structure methods include, for example, a method
of preparing separate tables for each edge type.

FIG. 8 shows an example of the structure of the node
generation unit 234. Referring to FIG. 8, the node generation
unit 234 includes, as its components, a node pattern table call
unit 801, a node pattern extraction unit 802, a node parameter
extraction unit 803, a node information generation unit 804, a
node ID generation unit 805, and a node information regis-
tration unit 806.

The node pattern call unit 801 calls the node pattern man-
agement table 241 corresponding to the device type of a
device which is a config analysis target. The device type
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information is identified from the network device manage-
ment table 204. The node pattern call unit 801 is executed via
the management request reception unit 203 and the overall
topology generation unit 207 as triggered by a topology infor-
mation generation request from the administrator.

The node pattern extraction unit 802 extracts a node gen-
eration command from the config in accordance with a gen-
eration pattern described in the called node pattern manage-
ment table 241.

The node parameter extraction unit 803 extracts the intra-
type ID of a node with respect to each extracted setting
command.

The node information generation unit 804 generates a node
whose elements are the node type of the node, the intra-type
1D, and the device ID.

The node ID generation unit 805 generates an ID for
uniquely identifying the generated node.

The node information registration unit 806 adds the gen-
erated node to the node management table 243.

FIG. 9 shows an example of the structure of the edge
generation unit 235. Referring to FIG. 9, the edge generation
unit 235 includes, as its components, an edge pattern table call
unit 901, an edge pattern extraction unit 902, an edge param-
eter extraction unit 903, an edge information generation unit
904, a node search unit 905, an edge ID generation unit 906,
and an edge information registration unit 907.

The edge pattern table call unit 901 calls the edge pattern
management table 242 corresponding to the device type of the
device of the analysis target config. The device type informa-
tion is identified from the network device management table
204.

The edge pattern extraction unit 902 extracts a connection
command regarding the edge from the config based on the
called edge pattern management table.

The edge parameter extraction unit 903 extracts the intra-
type ID oftwo nodes coupled by the edge with respect to each
extracted connection command.

The edge information generation unit 904 generates infor-
mation of the two nodes coupled by the edge (elements of the
node include the extracted intra-type ID, the device ID, and
the node type).

The node search unit 905 searches the node management
table 243 for the two nodes based on the information of the
two nodes and then returns the node IDs of the two nodes.
These two node IDs are included in the elements of the
generated edge.

The edge ID generation unit 906 generates an ID for
uniquely identifying the generated edge.

The edge information registration unit 907 adds the gener-
ated edge to the edge management table 244.

FIG. 10 is a configuration diagram showing the overall
topology DB 205. Referring to FIG. 10, the overall topology
DB 205 has information corresponding to the node manage-
ment table 243 and the edge management table 244 in order to
show the topology information of all the networks.

FIG. 11 is a configuration diagram showing the tenant
topology management DB 252. Referring to FIG. 11, the
tenant topology management DB 252 has sub-databases
10114 to 1011¢ with a tenant ID 1111 in order to manage
topologies on a tenant basis. The sub-database 1101a to
1101¢ corresponding to each tenant has information corre-
sponding to the node management table 243 and the edge
management table 244.

Incidentally, regarding the structure of the tenant topology
management DB 252, it is only necessary that nodes, edges,
and tenants are associated with each other and other appro-
priate structures may be used. For example, a method of
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adding the tenant ID 1111 column to the node management
table and the edge management table in one database and
associating the tenant ID with individual nodes and edges
may be used without creating the sub-databases 11014 to
1101c¢ on the tenant basis.

FIG. 12 is a structure diagram showing the branch point
management table 254. Referring to FIG. 12, the branch point
management table 254 retains node information, which
aggregates a plurality of tenant topologies in the overall
topology, as a virtual resource of a branch point (branch point
resource). In this embodiment, a branch point node ID 1201
and the node ID 601 are included as branch point resource
information.

Incidentally, this table structure is not necessarily manda-
tory and it is only necessary that the branch point resource
may be identified uniquely from the overall topology. For
example, the branch point management table may have the
same components as those of the node management table 243.

FIG. 13 shows a generation flow of the tenant topology
information. Referring to FIG. 13, the config collection unit
201 collects the config from each network device based on
information of the network device management table 204
(S1301). Methods used to collect the config include, for
example, a telnet, a TFTP (Trivial File Transfer Protocol), a
NETCONTF (Network Configuration Protocol), or an SNMP
(Simple Network Management Protocol).

Next, the overall topology construction unit 236 of the
overall topology generation unit 207 reads one config file,
which has not been analyzed, among the configs collected by
the config collection unit 201 (S1302) and executes config
unit analysis processing on each config collected from each
device (S1303). Subsequently, the overall topology construc-
tion unit 236 judges whether there remains any unanalyzed
config file (S1304); and if there remains any unanalyzed
config file, the overall topology construction unit 236 returns
to the processing in step S1302; and if there is not any unana-
lyzed config file, the overall topology construction unit 236
proceeds to processing in step S1305. Incidentally, in the
processing S1303, the processing for generating one or more
nodes and edges is executed with respect to individual con-
figs. Its details will be explained with reference to FIG. 14.

Next, after the overall topology construction unit 236 fin-
ishes analyzing all the configs and generating all the nodes
and edges, it integrates the elements of the node management
table 243 with the elements of the edge management table 244
to form a single graph and store the graph in the overall
topology DB 205 (S1305).

Then, the tenant topology identification unit 208 identifies
an individual tenant topology from the overall topology in the
overall topology DB 205 and stores the individual tenant
topology as a partial network topology or one virtual network
in the tenant topology DB 206 (S1306). Its details will be
explained with reference to FIG. 17.

Lastly, the GUI display control unit 221 visualizes the
logical topology of the entire virtual network in the overall
topology DB 205 or the tenant topology in the tenant topology
DB 206 and displays it on the console 110 (S1307).

FIG. 14 is a diagram illustrating a flow of the config unit
analysis processing S1303. Referring to FIG. 14, the overall
topology generation unit 207 firstly identifies the device ID
301 and the device type 302 corresponding to the config from
the network device management table 204 based on the file
name 306 of the analysis target config (S1401).

Next, the processing proceeds to the node generation pro-
cessing and the node pattern table call unit 801 of the node
generation unit 234 identifies the node pattern management
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table 241 corresponding to the device type identified from the
network device management table 204 (S1402).

The node pattern extraction unit 802 extracts a command
corresponding to the node pattern 402 from the config based
on the table identified above and also identifies the node type
401 of the extracted command (S1403).

Then, the node generation unit 234 executes single node
generation processing and registration processing on each
extracted command (S1405). By means of this processing,
the node generation unit 234 generates a node corresponding
to one extracted command and registers it in the node man-
agement table 243. The details of this processing will be
explained with reference to FIG. 15. Subsequently, the node
generation unit 234 judges whether any unselected extracted
command exists or not (S1406), if any unselected extracted
command exists, the node generation unit 234 returns to the
processing in step S1404; and if any unselected extracted
command does not exist, the node generation unit 234 pro-
ceeds to edge generation processing in step S1407.

After the completion of the node generation processing, the
processing proceeds to the edge generation processing; and
the edge pattern table call unit 901 of the edge generation unit
235 identifies the node pattern management table 241 corre-
sponding to the device type obtained from the network device
management table 204 with respect to the analysis target
config (S1407).

The edge pattern extraction unit 902 extracts a command
corresponding to the connection pattern 503 from among the
config based on the table identified above and also identifies
the edge type 501 corresponding to the extracted command
and the node type 502 of two nodes coupled to this edge
(S1408).

Then, the edge generation unit 235 selects one extracted
command (S1409) and executes single edge generation pro-
cessing and registration processing on each selected com-
mand (S1410). By means of'this processing, the edge genera-
tion unit 235 generates an edge corresponding to the selected
command and registers it in the edge management table 244.
The details of this processing will be explained with reference
to FIG. 16. Subsequently, the edge generation unit 235 judges
whether any unselected extracted command exists or not
(S1411). If any unselected extracted command exists, the
edge generation unit 235 returns to the processing in step
S1409; and if any unselected extracted command does not
exist, the edge generation unit 235 terminates the processing
in this routine.

Incidentally, in this embodiment, all the commands that
match node patterns in the config are extracted and the node
generation processing is then executed on each command;
however, this order is not mandatory. Specifically, any other
appropriate methods may be employed: for example, every
time one command is extracted, the node generation process-
ing may be executed on this extracted command.

Similarly, the order of the edge pattern extraction process-
ing and the edge processing is not mandatory. Specifically,
any other appropriate methods may be employed: for
example, every time one command that matches the edge
pattern is extracted, the edge generation processing may be
executed with respect to this extracted command.

Furthermore, in this embodiment, the edge generation pro-
cessing is executed after the node generation processing;
however, this order is not mandatory, either, and both the
processing may be executed in parallel. Specifically, while
the config is being analyzed, parallel matching processing
may be executed on patterns regarding nodes and edges and
the node(s) and edge(s) related to the found pattern(s) may be
generated as appropriate. When generating an edge, indi-
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vidual nodes and the edge may be generated in any order as
long as it satisfies the condition that nodes to be coupled to the
both ends of the edge have already been generated.

FIG. 15 is a diagram illustrating a processing flow of the
single node generation and registration processing S1405.
Referring to FIG. 15, by means of this processing, a node
corresponding to the extracted command is generated and
registered in the node management table 243. For that pur-
pose, the following processing is executed.

Firstly, the node parameter extraction unit 803 identifies
the intra-type ID from the extracted command (S1501). Spe-
cifically, the node parameter extraction unit 803 identifies the
intra-type ID of the node with respect to one command
extracted in step S1403 in accordance with the node type
identified in step S1403 and the generation pattern 402 in the
node pattern management table 241.

Next, the node information generation unit 804 generates a
new node (S1502). There are three elements that the newly
generated node should have: the node type (identified in step
S1403), the intra-type ID (identified in step S1501), and the
device ID (identified in S1401). Incidentally, if the node type
is N1 (virtual resource of the virtual LAN technique), the
device ID will not exceptionally be assigned (or a fixed char-
acter string such as ‘n/a’ will be assigned to the device ID).
The reason why no device ID is assigned to the node of the
virtual LAN will be explained later.

Then, the node information registration unit 806 checks if
a node having the same elements as those of the generated
node already exists in the node management table 243 or not
(S1503). If such a node does not exist, the following process-
ing (S1504 to S1506) will be executed; and if such a node
exists, the following processing will not be executed and the
single node generation and registration processing S1405 will
be terminated.

The node ID generation unit 805 generates the node ID
corresponding to the newly generated node (S1504). In this
embodiment, the node ID should be an integer and a value
obtained by adding 1 to a maximum value of the node IDs of
nodes existing in the node management table 243 is set as the
node ID of the newly generated node. The value of the node
ID to be generated is a value obtained by adding 1 to a
maximum value of the node IDs existing in the node manage-
ment table 243. Incidentally, the node ID may be decided by
other methods. A condition that the format of the node ID and
generation rules should comply with is that each node can be
uniquely identified in all the networks.

The node information generation unit 804 assigns the
above-mentioned node ID to the newly generated node
(S1505).

The node information registration unit 806 adds the newly
generated node, to which the node ID is assigned, to the node
management table 243 (S1506). The above-described pro-
cessing is the single node generation and registration process-
ing.

FIG. 16 is a flowchart illustrating the single edge genera-
tion and registration processing S1410. Referring to FIG. 16,
by means of this processing, an edge corresponding to the
extracted command is generated and registered in the edge
management table 244. For that purpose, the following pro-
cessing will be executed.

Firstly, the edge parameter extraction unit 903 identifies
the intra-type IDs of two nodes coupled by the edge from the
extracted command (S1601). Specifically, the intra-type IDs
of'the two nodes coupled by the edge is identified with respect
to one command extracted in step S1409 in accordance with
the edge type identified in step S1408, the node type of the
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two nodes coupled to the edge, and the connection pattern 503
in the edge pattern management table 242.

Next, the edge information generation unit 904 generates
the node information of the two nodes coupled to the edge
(S1602). There are three elements that the node should have:
the node type (identified in step S1108), the intra-type 1D
(identified in step S1601), and the device ID (identified in
S1401). Incidentally, if the node type is N1 (virtual resource
of'the virtual LAN), the device ID will not be assigned as an
exception (or a fixed character string such as ‘n/a’ will be
input to the device ID).

The reason why no device ID is assigned to a virtual LAN
node is that the setting information of the virtual LAN is
shared by a plurality of devices. As no device ID is assigned
to the virtual LAN node and the setting information is shared
by a plurality of devices, a VL AN interface node for the
plurality of devices can be directly coupled from only the
device setting information and the logical topology informa-
tion of all the networks can be generated eventually. Inciden-
tally, it is also necessary to assign the device ID to a virtual
LAN node in order to obtain strict connection information
and the virtual LAN node is generated for each device. In this
case, information of physical connections is required in order
to link both the virtual LAN nodes. However, if the settings of
the physical connections are correct as in a case of an active
datacenter, physical information can be omitted and the logi-
cal topology information can be generated by considering
only logical information.

Then, the node search unit 905 searches the node manage-
ment table 243 for a node having the same elements as those
of the two nodes generated in S1403 (S1603). The node
search unit 905 delivers the node IDs of the two nodes, which
were found by this search, to the edge information generation
unit 904.

The edge information generation unit 904 generates a new
edge (S1604). Elements to be provided to the edge are the
edge type and the node IDs of the two nodes coupled by the
edge.

The edge ID generation unit 906 generates the edge 1D
corresponding to the newly generated edge (S1605). In this
embodiment, the edge ID should be an integer and a value
obtained by adding 1 to a maximum value of the edge IDs of
edges existing in the edge management table 244 is set as the
edge ID of the newly generated edge. Incidentally, the edge
ID may be decided by other methods. A condition that the
format of the edge ID and generation rules should comply
with is that each edge can be uniquely identified in all the
networks.

The edge information generation unit 904 assigns the
above-mentioned edge ID to the newly generated edge
(S1606).

The edge information registration unit 907 adds the newly
generated edge, to which the edge ID is assigned, to the edge
management table 244 (S1607). The above-described pro-
cessing is the single edge generation and registration process-
ing.

FIG. 17 is a diagram illustrating a flow of the tenant topol-
ogy identification processing S1306. Referring to F1IG. 17, by
means of this processing, an individual tenant topology is
identified from the overall topology in the overall topology
DB 205 and is stored in the tenant topology DB 206. For that
purpose, the following processing will be executed.

Firstly, the tenant topology identification unit 208 reads the
overall topology from the overall topology DB 205 and
retains it in the overall topology temporary management DB
251 (S1701).
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Next, the tenant branch point decision unit 253 judges
whether or not there is a branch point resource (which con-
nects multiple tenant networking); and if the branch point
node exists, the tenant branch point decision unit 253 identi-
fies that node and registers it in the branch point management
table 254 (S1702). The details of this processing will be
explained with reference to FIG. 18.

Next, the tenant topology search unit 255 searches the
overall topology temporary management DB 251 for indi-
vidual tenant topologies based on the information of the
branch point management table 254 and stores the identified
tenant topologies 11014 to 1101 ¢ in the tenant topology man-
agement DB 252 (S1703). The details of this processing will
be explained with reference to FIG. 21.

Lastly, the tenant topologies in the tenant topology man-
agement DB 252 are stored in the tenant topology DB 206
(81704). The above-described processing is the flow of the
tenant topology identification processing.

FIG. 18 is a diagram illustrating a flow of the tenant branch
point decision processing S1702. Referring to FIG. 18, the
request analysis unit 261 firstly analyzes a branch point
resource designation request from the user, identifies a branch
point resource designated from the overall topology tempo-
rary management DB 251, and adds it to the branch point
management table 254 (S1801). The details of this processing
will be explained with reference to FIG. 19.

Next, the branch point judgment unit 262 identifies a node,
which becomes a tenant branch point, by using degree infor-
mation of a node group in the overall topology temporary
management DB 251 and adds it to the branch point manage-
ment table 254 (S1802). The details of this processing will be
explained with reference to FIG. 20. The above-described
processing is the flow of the tenant branch point decision
processing S1702.

FIG. 19 is a diagram illustrating a flow of the tenant branch
point request analysis processing S1801. Referring to FIG.
19, by means of this processing, a branch point resource
designation request from the user is analyzed and a branch
point resource designated from the overall topology tempo-
rary management DB 251 is identified and added to the
branch point management table 254.

Firstly, the request analysis unit 261 judges whether the
branch point resource designation request from the user has
been received or not (S1901). If there is no received request,
the request analysis unit 261 terminates the processing in this
flow; and if there is a received request, the request analysis
unit 261 executes the following processing.

Next, the request analysis unit 261 selects one registration
request (S1902). Subsequently, the request analysis unit 261
analyzes the selected request, identifies a node corresponding
to the designated branch point resource from the overall
topology temporary management DB 251, and obtains the
node ID 601 (S1903). In this embodiment, three elements,
that is, the node type 401, the device ID 603, and the intra-
type ID 604 of the node which is the branch point resource are
included as a request format.

The request analysis unit 261 refers to the overall topology
temporary management DB 251 and identifies the node
including these three elements. Incidentally, the content of
the request may be of any form as long as the branch point
resource can be identified from the overall topology; and the
node ID 601 may be included in the request.

After the branch point registration unit 263 obtains the
node ID 601 of the branch point resource, it checks if this
node has been registered in the branch point management
table 254 or not (S1904). If it has been registered, the branch
point registration unit 263 terminates the processing in this
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flow; and if it has not been registered, the branch point reg-
istration unit 263 executes the following processing.

The branch point registration unit 263 generates and
assigns the tenant branch point ID 1201 to the branch point
resource (S1905). The value of the ID is a value obtained by
adding 1 to the number of records in the branch point man-
agement table 254. In this embodiment, the number obtained
by adding 1 to the number of records in the tenant branch
point management table 254 is set as the tenant branch point
ID; however, if an ID that can be uniquely identified in the
branch point management table 254 can be assigned, other
appropriate methods may be used.

Then, the branch point registration unit 263 adds a pair of
the obtained node ID 601 and the generated branch point ID
1201 to the branch point management table 254 (S1906).

If there is any registration request which has not been
analyzed, the branch point registration unit 263 returns to step
S1902 and the request analysis unit 261 executes the same
processing on all registration requests (S1907). The above-
described processing is the flow of the tenant branch point
request analysis processing S1801.

FIG. 20 shows a flow of the tenant branch point estimation
processing S1802. Referring to FIG. 20, by means of this
processing, the tenant branch point decision unit 253 judges
whether the branch point resource exists or not; and if the
branch point node exists, the tenant branch point decision unit
253 identifies that node and register it in the branch point
management table 254.

Firstly, the branch point estimation unit 262 obtains a node
management table in the overall topology temporary manage-
ment DB 251 (S2001).

Next, the branch point estimation unit 262 calculates the
degree of each node (S2002). The degree of a node means the
number of the node’s edges; and an example of a calculation
method is a method of referring to the edge management table
in the overall topology temporary management DB and rec-
ognizing the number of records, to which the calculation
target node belongs, as the degree.

Then, the branch point estimation unit 262 calculates an
average value u and a standard deviation s of the degree
(S2003).

Next, the branch point estimation unit 262 judges whether
any node whose degree exceeds u+3s exists or not (S2004). If
any node that satisfies the above-described condition does not
exist, the branch point estimation unit 262 terminates the
processing in this flow; and if such a node exists, the branch
point estimation unit 262 executes the following processing.

The branch point estimation unit 262 firstly recognizes one
or more identified nodes as the branch point node(s) (S2005).

Next, the branch point estimation unit 262 selects one
branch point node from the one or more branch point nodes
and obtains the corresponding node ID 601 (S2006).

Then, the branch point registration unit 263 checks if the
identified node has been registered in the branch point man-
agement table 254 or not (S2007). If it has been registered, the
branch point registration unit 263 proceeds to step S2010; and
if it has not been registered, the branch point registration unit
263 executes the following steps.

If the identified node has not been registered in the branch
point management table 254, the branch point estimation unit
262 generates and assigns a tenant branch point ID to the
selected branch point node (S2008). In this embodiment, the
number obtained by adding 1 to the number of records in the
tenant branch point management table 254 is set as the tenant
branch point ID; however, if an ID that can be uniquely
identified in the branch point management table 254 can be
assigned, other appropriate methods may be used.



US 9,137,118 B2

21

Then, the branch point registration unit 263 adds a pair of
the obtained node ID 601 and the generated branch point ID
1201 to the branch point management table 254 (S2009).

The branch point estimation unit 262 judges whether any
unselected tenant branch point node exists or not (S2010). If
any unselected branch point node exists, the branch point
estimation unit 262 returns to step S2006 and executes the
same processing on all the branch point nodes (S2010); and if
any unselected branch point node does not exist, the branch
point estimation unit 262 terminates the processing in this
routine. The above-described processing is the flow of the
tenant branch point processing S1802.

Incidentally, the estimated tenant branch point may be
presented to the user via the console 110 and the user may
check whether the estimated tenant point is accurate or not,
and then correct it as the need arises.

Furthermore, the degree information is used for estimation
of the tenant branch point in this embodiment, but there are
other methods as follows.

A first example method is a method of: assuming that a
node which is a tenant branch point is characterized by a
statistically dominant difference from other nodes by aggre-
gating a large number of tenants; and finding the node with
this characteristic. In this embodiment, a node whose degree
is u+3s or higher is identified; however, an arbitrary statistic
outlier detection method may be employed and arbitrary sta-
tistic information may be further used. For example, the sta-
tistic information of the node may not be limited to the degree,
but other metrics such as betweenness and closeness may be
adopted.

A next example method is a method of recognizing a node,
which has a function of distributing packets to a specific
egress destinations in accordance with the characteristics of
the packets in a manner incompatible with the conventional
packet routing, as a branch point node. For example, there is
a method of identifying a virtual router, which explicitly
designates egress virtual interfaces according to an IP address
of the source (not the destination) of the packet(s) or an IP
address of a destination of the received packet(s) by means of
policy base routing (PBR), from the setting information of the
relevant device and recognizing the virtual router as the tenant
branch point node. Under this circumstance, a method of
recognizing only a virtual router, which performs NAT (Net-
work Address Translation) in the same way as PBR, as the
tenant branch point node is also possible. In this case like the
case of PBR, it is also necessary to identify NAT settings from
the setting information of the devices.

Furthermore, another method may be a method of recog-
nizing a node, which is generated at a specific device, as the
tenant branch point. For example, there is a method of recog-
nizing a node having a device ID with respect to a device
equipped with a function aggregating a plurality of tenants,
such as a border router serving as a gateway to the Internet, as
the tenant branch point. Other examples of devices serving to
aggregate tenants include switches for management seg-
ments, devices for SSL-VPN, and devices for NAT.

FIG. 21 shows a flow of the tenant topology search pro-
cessing S1704. Referring to FIG. 21, by means of this pro-
cessing, the tenant search unit 255 searches the overall topol-
ogy for individual tenant topologies based on the information
of the branch point management table 254 and stores the
tenant topology 1101a to 1101¢ identified by this search as a
partial topology or one virtual network topology in the tenant
topology management DB 252

Firstly, the branch point node removal unit 271 removes the
edge coupled to the branch point node from the overall topol-
ogy temporary management DB 257 (§2101). Specifically, if
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any of the node IDs (601-1,601-2) in the relevant edge
matches the node ID 601 of a node in the branch point man-
agement table 254 with respect to each edge in the edge
management table of the overall topology temporary man-
agement DB 251, the branch point node removal unit 271
removes that edge from the overall topology temporary man-
agement DB 251.

Next, the branch point node removal unit 271 removes the
node corresponding to the branch point node from the overall
topology temporary management DB 251 (S2102). Specifi-
cally, if the relevant node, with respect to each node of the
node management table in the overall topology temporary
management DB 251, also exists in the branch point manage-
ment table 254 (if the same node ID 601 exists in both tables),
the branch point node removal unit 271 removes that node
from the overall topology temporary management DB 251.
As a result, the branch point resource (which is the virtual
resource mutually coupled to each virtual network and
becomes the branch point for each virtual network) will be
removed from each virtual network.

The processing for identifying an individual tenant topol-
ogy from the overall topology will be repeated as follows. The
recursive search unit 272 firstly selects one arbitrary node
from the node management table in the overall topology
temporary management DB 251 (S2103). This node becomes
an origin for the recursive search.

Next, the recursive search unit 272 sets the above-de-
scribed selected node as the search origin for the overall
topology temporary management DB 251 and identifies a
partial topology which can be obtained by recursively search-
ing for the connection relationship (S2104). Since the branch
point node (which is the branch point resource) has been
removed in this case, the respective per-tenant virtual net-
works are in the state of not being coupled to each other.
Therefore, a series of nodes obtained by the search can be
extracted as a partial topology (or a topology of one virtual
network which eventually corresponds to the virtual network
for a tenant) by setting an arbitrary node as the search origin
and sequentially searching for nodes having the connection
relationship with this origin. Furthermore, a plurality of par-
tial topologies (or topologies of a plurality of virtual net-
works) can be extracted by repeating the processing for
selecting another new arbitrary node after extraction of one
partial topology, setting the selected node as a new search
origin, and sequentially searching for nodes having the con-
nection relationship with this origin. Components of a partial
topology include a series of nodes and a series of edges which
are obtained by the search. As the search method, any appro-
priate method may be used such as a width-first search or a
depth-first search.

Then, the partial topology identification unit 273 generates
and assigns the tenant topology 1D 1111 to the identified
partial topology and retains it as the tenant topology 1101
(S2105). In this embodiment, the tenant topology ID is a
value that sequentially increases from 1; however, any other
appropriate methods may be used as long as an ID capable of
uniquely identifying the tenant topology can be assigned.

The partial topology identification unit 273 removes the
series of nodes and the series of edges, which constitute the
tenant topology identified above, from the overall topology
temporary management DB 251 (S2106).

Lastly, the recursive search unit 272 judges whether any
node exists in the overall topology temporary management
DB 251 ornot (S2107). If one or more nodes are remaining in
the overall topology temporary management DB 251, this
means that those nodes have not been searched and are com-
ponents of unsearched tenants. So, the recursive search unit
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272 proceeds to step S2103 and identifies all remaining tenant
topologies. On the other hand, if no node is remaining in the
overall topology temporary management DB 251, the recur-
sive search unit 272 terminates the processing in this flow.
The above-described processing is the flow of the tenant
topology search processing S1704.

Incidentally, as shown in a third embodiment, another pos-
sible method may be processing for not removing the branch
point node from the overall topology and not searching the
branch point node during the process of the tenant topology
search.

Furthermore, there is actually a case where a virtual
resource(s) which is not used by any user (that is, an unused
resource) exists; and if the abovementioned processing is
applied under this condition, the unused resource may be
mistakenly recognized as one of tenant topologies.

Therefore, when removing an unused virtual resource and
not treating the unused virtual resource as a tenant topology,
there are some methods for extending the tenant search unit
254 in order to identify a virtual resource group related to
tenants.

Firstly, there is a method of providing a table for retaining
a whatever correspondence relationship between tenant IDs
and virtual resources, applying the aforementioned graph
search method in accordance with the correspondence rela-
tionship retained in that table, and identifying tenants to be
used with respect to the remaining virtual resources. For
example, there is a method of using a table, which associates
virtual LAN nodes and tenant names, setting the aforemen-
tioned virtual LAN node in the overall topology as an origin,
recursively obtaining nodes to be coupled, recognizing the
obtained node group as the same tenant group, and recogniz-
ing a virtual resource, which does not belong to any tenant, as
an unused resource.

Secondly, there is a method of obtaining setting informa-
tion indicating a connection relationship between a server and
a virtual LAN and recognizing a virtual resource group
belonging to a partial topology, which is obtained by a search
and is not coupled to the server, as being unused. In the
environment including physical servers such as datacenters,
this method is effective if an assumption can be made that a
server for providing services to tenant topologies exists.

Thirdly, there is a method of recognizing a virtual resource
group belonging to the obtained partial topology as being
unused when the number of nodes of that partial topology is
equal to or more than a certain number. This method is effec-
tive in a case where an assumption can be made that an unused
resource exists in isolation without being coupled to other
virtual resources. Since a partial topology is formed as a
combination of one or a small number of unused resources in
this case, it is possible to assume that the number of constitu-
ent nodes will be smaller than that of a partial topology
constituted from used resources; so, the above-described
method can be applied. Incidentally, the above-described
methods are not exclusive, but may be used in combinations.

FIG. 22 is a diagram showing an example of a topology
generated by the topology generation processing explained
above. Referring to FIG. 22, nodes generated by the config are
N2201 to N2207 and generated edges are E2211 to E2215.
Node N1 is N2201, N2207, node N2 is N2202, N2206, and
node N3 is N2203, N2205. Edge E1 is E2211, E2215 and
couples the nodes of the node types N1 and N2. Edge E2 is
E2212,E2214 and couples the nodes of the node types N2 and
N3. Edge E3 is E2213 and couples two nodes of the node type
N3.

FIG. 23 is an example of a topology generation screen.
Referring to FIG. 23, a topology generation screen 2301 is
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displayed on the console 110. The topology generation screen
2301 includes, for example, a topology display tab 2302 and
a pattern list tab 2303.

A series of items for displaying topologies are displayed in
the topology display tab 2302. For example, this tab includes
a generated topology display area 2311, a display control area
2312, a tenant list area 2313, a tenant resource list area 2314,
and a resource search area 2315.

The pattern list tab 2303 displays the node pattern manage-
ment table 241 and the edge pattern management table 242
corresponding to each device type of the network devices. For
example, a node pattern management table and an edge pat-
tern management table with respect to a new device type are
added on this screen.

The device list display area 2304 displays a network device
list. A display example for the network device list is the
network device management table 204. Furthermore, this tab
includes a button for registering device information in the
network device list, a button for executing collection of the
config from the network devices, a button for executing gen-
eration of the logical topology information from the collected
config, and a button for displaying a generated topology on
the screen.

The generated topology display area 2311 displays visual-
ized logical topology information 2321. In this embodiment,
a node shape according to the node type and an edge shape
according to the edge type are defined and the logical topol-
ogy information generated from the setting information is
visualized. The visualized information changes based on
operations in the display control area 2312, the tenant list area
2313, the tenant resource area 2314, and the resource search
area 2315 described later. Furthermore, a node in the gener-
ated topology display area 2311 may be selected interactively
and a tenant to which that node belongs may be highlighted in
the tenant list 2313. Incidentally, any appropriate method may
be used upon visualization by, for example, omitting display-
ing of the virtual interface (the node N2) and displaying
virtual LANs (node N1) and virtual routers (node N3) by an
expression method of directly coupling them.

The display control area 2312 includes a button for desig-
nating information to be displayed in the generated topology
display area 2311. For example, logical network display
methods (2331) include: displaying a virtual network com-
posed of all virtual resources including the tenant branch
point; displaying a virtual network composed of virtual
resources excluding the tenant branch point; displaying a
virtual network for a specific tenant; and displaying only a
physical network described later without displaying the vir-
tual resources.

Alternatively, for example, as a resource ID display
method (2332), a method of displaying or not displaying the
intra-type IDs of nodes and edges of the generated topology
area 2311. Furthermore, for example, as a method for dis-
playing the aforementioned unused resources (2333), there is
a method of displaying or not displaying the unused
resources. An example of the method for identifying the
unused resources is as described earlier. Additionally, for
example, as a method for displaying the physical device infor-
mation (2334), a method of explicitly indicating the corre-
spondence relationship between virtual resources and physi-
cal devices by utilizing the device IDs of nodes and forming
a group of nodes having the same device ID is possible.

The tenant list area 2313 displays a tenant list. In this
embodiment, tenant IDs and tenant names are displayed in a
table format. When one tenant row is selected, a topology
belonging to the relevant tenant may be highlighted from
topologies of the generated topology 2311. Incidentally, the
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tenant name cannot often be obtained from the setting infor-
mation, but other appropriate methods may be used such as a
manual input method by the user via this GUI screen or a
method of inputting an external file of a tenant name list. In
the case of manual input by the user, a display method of
sequentially removing tenants, whose tenant names have
already been input, from the generated topology display area
2311 may be used.

The tenant resource area 2314 is an area for a list of virtual
resources (nodes) that a specific tenant has. In this embodi-
ment, the node type, the device 1D, and the intra-type ID are
displayed in a table format and a node list is displayed.

The resource search area 2315 is an area for resource
search. Information about the tenant name, the node type, the
device ID, and the intra-type 1D is used as a key and a node
corresponding to this key is searched and displayed on the
screen of the search result. For example, the ID of a tenant to
which the hit node belongs, the node type of the hit node, the
device 1D, or the intra-type ID may be displayed in a table
format.

FIG. 24 shows a flow ofthe tenant branch point designation
processing. Referring to FIG. 24, this processing is executed
by the user, who inputs information about a branch point node
to the management server 109 via the console 110, and by the
management server 109 which stores the information about
that branch point node in the branch point management table
254.

In this embodiment, two methods can be listed as a method
for the user to input the branch point node.

Firstly, there is a method of inputting a branch point node
designation request to the management request reception unit
203. In this case, the user inputs the branch point node des-
ignation request including three parameters, that is, the node
type, the device ID, and the intra-type 1D of the branch point
node (S2401).

Next, the management request reception unit 203 receives
the above-mentioned three parameters and delivers them to
the request analysis unit (S2402).

Then, the request analysis unit 261 identifies the relevant
node in the overall topology temporary management DB 251
based on the three parameters added to the received request,
obtains the node ID 601, and generates and assigns the tenant
branch point ID 1111 by an appropriate method (S2405).

Lastly, the branch point registration unit 263 registers a pair
of the obtained node ID 601 and the tenant branch point ID
1111 in the branch point management table 254 (S2406).

Secondly, there is a method of designating a node, which is
displayed in the generated topology area 2311, to the GUI
display control unit 221 on the GUI screen.

In this case, the GUI display control unit 221 obtains three
parameters, that is, the node type, the device 1D, and the
intra-type ID with respect to the designated node (S2403).

Next, the GUI display control unit 221 receives the above-
mentioned three parameters and delivers them to the request
analysis unit (S2404). The subsequent processing is the same
as S2405 and S2406. The above-described processing is the
flow of the tenant branch point designation processing.

FIG. 25 shows an example of a device configuration of the
management server 109. Referring to FIG. 25, the manage-
ment server 109 can be realized by using a general computer
equipped with a CPU 2501, a memory 2502, and an auxiliary
storage device 1603. Furthermore, each function constituting
each device is embodied on the computer by the CPU execut-
ing programs stored in the auxiliary storage device. Each
program may be stored in the auxiliary storage device 1603 in
the computer in advance. Alternatively, each program may be
introduced from another device to the storage device via
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media that can be used by the computer, through a LAN
interface 2504 or a media interface 2505 whenever necessary.
The media means, for example, communication media (that
is, networks such as wired, wireless, or optical networks, or
carrier waves or digital signals propagating over the net-
works), or external storage media 2507 that can be attached to
or detached from the media interface 250. Incidentally, the
management server 109 may be coupled to the console 110
which operates the management server via an input/output
device 2506.

Under this circumstance, the auxiliary storage device 1603
functions as a storage device for storing logical topology
information of all the virtual networks, which is logical topol-
ogy information of a plurality of virtual networks including a
plurality of virtual resources virtually constructed in a plural-
ity of physical devices (such as the firewall 102, the load
balancer 103, and the .3 switch) coupled to the network 101.
The CPU 2501 manages the logical topology information of
all the virtual networks and functions as a controller consti-
tuting the config collection unit 201, the topology visualiza-
tion unit 202, the management request reception unit 203, the
overall topology generation unit 207, and the tenant topology
identification unit 208. Furthermore, the console 110 func-
tions as a display device for displaying information which is
acontrol target of the controller (CPU 2501) and is designated
by the CPU 2501.

In this case, the CPU 2501 can: search the logical topology
information of all the virtual networks based on, for example,
the branch point resource; extract a series of virtual resources
which terminate at the branch point resource; identify the
series of extracted virtual resources as a partial network topol-
ogy or one virtual network; issue an instruction to the console
110 to display information about the identified partial net-
work topology or one virtual network; and issue an instruc-
tion to the console 110 to not display information indicating
the correspondence relationship between each physical
device and the plurality of virtual networks.

In this embodiment, the recursive search unit 272 sets an
arbitrary unsearched virtual resource as the search origin and
executes the virtual network search processing for recursively
and iteratively searching the logical topology information of
all the virtual networks, from which the branch point resource
has been removed, for a virtual resource which has the con-
nection relationship with the virtual resource serving as the
origin. The partial topology identification unit 273 identifies
a series of virtual resources, which is obtained by the search
by the recursive search unit 272, as one partial network topol-
ogy.

Under this circumstance, on condition that the partial
topology identification unit 273 identifies the series of virtual
resources as one partial network topology, the recursive
search unit 272 sets an arbitrary unsearched virtual resource,
which is different from the arbitrary unsearched virtual
resource selected as the origin, as a new search origin and
executes virtual network search processing until the search of
all virtual resources of all the virtual networks is completed.
The partial topology identification unit 273 identifies each
series of virtual resources as one of partial network topology
every time when a series of virtual resources is obtained by
the search by the recursive search unit 272.

In this embodiment, overall logical topology is firstly gen-
erated from the setting information and individual tenant
topologies are then identified from the overall logical topol-
ogy. This method is not necessarily mandatory and individual
logical topologies may be identified directly from the setting
information. Specifically, it is a method of extracting infor-
mation about any one of virtual resources from the setting
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information, recursively searching for virtual resources
coupled to the relevant virtual resource, and recognizing a set
of virtual resources found by the search as one tenant topol-
ogy.

In this embodiment, three types of nodes are defined as N1,
N2, and N3 and a virtual LAN ID, a virtual interface 1D, and
avirtual router ID are assigned to them as their intra-type [Ds.
On the other hand, addition of information to the nodes as
described below may be useful depending on the configura-
tion of the system constructed at the datacenter 100. In other
words, a method of extending the node management table 243
as described below may be useful.

Firstly, there is a method of including not-virtual and
physical functional elements. By this method, for example, a
physical resource is recognized as one of virtual resources by
assigning a virtual LAN number 0 (the number that cannot be
set as a virtual LAN) as a physical LAN ID or assigning a
virtual router number 0 as a physical router ID. This method
is useful for, for example, a system in which physical LANs in
addition to virtual LANSs, physical interfaces in addition to
virtual interfaces, and physical routers in addition to virtual
routers function as resources for network communications.

Next, there is a method of attaching IP segment informa-
tion to a virtual LAN. This method is effective, for example,
when one VLLAN has a plurality of IP segments and routing is
performed in the VL AN. In this case, IP segment information
of the virtual LAN is added as the intra-type ID of N1 in
addition to the virtual LAN number and an IP address of the
relevant interface is added as the intra-type ID of N2 in
addition to the virtual interface number. Since the IP segment
information is described in the config, it is only necessary to
extend the node pattern management table 241 to extract this
information.

Then, there is a method of adding physical connection
information inside a LAN. When this method is used, it is
necessary to newly define the structure of nodes and edges;
and they are nodes N1, N2, N3 and edges E0, E1, E2, E3.
Node N1 represents a physical interface and nodes N2 and N3
are a virtual interface and a virtual router, respectively, in the
same manner as in this embodiment. Edge E0 represents that
physical interfaces are coupled to each other via a physical
link; edge E1 represents a setting relationship between a
physical interface and a virtual interface; and edges E2 and E3
are the same as those in the embodiment. There are three
elements that the re-defined node type N1 should have, that is,
a node type, a device ID, and a pair of a physical interface ID
and a virtual LAN ID as an intra-type ID. If two physical
devices are coupled together via a link, two nodes N1 are
coupled together via edge E0. If a virtual LAN is assigned to
a physical interface, nodes N1 and N2 are coupled together
via edge E0. This method is useful in acquiring detailed
topologies of a virtual LAN when physical connection infor-
mation is available.

Lastly, there is a method of including server and storage
information. Servers and storage devices can be expressed by
using nodes N1, N2, N3 and edges E1, E2, E3 defined in this
embodiment. Regarding information about server devices,
VM corresponds to node N3, vNIC and vHBA correspond to
node N2. Regarding information about storage devices and
SAN switch devices, LU and VSAN correspond to node N3,
VSAN interfaces and virtual interfaces generated by NPIV
correspond to node N2, and zones generated by Zoning cor-
respond to node N1. Association between these functional
elements are expressed as edges in the same manner.

Furthermore, nodes and edges which are different from
nodes N1, N2, N3 and edges E1, E2, E3 defined in this
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embodiment may be defined and each of such nodes and
edges may be associated with virtualization techniques of the
servers and storage devices.

The config of network devices may be MIB (Management
Information Base) collected according to SNMP (Simple
Network Management Protocol). If this method is used, nec-
essary information for the network device management table
204 includes an SNMP community name. Furthermore, gen-
eration patterns of the node pattern management table 241
and connection patterns of the edge pattern management table
242 need to be modified to comply with the MIB format.

According to this embodiment, a logical topology of each
virtual network can be identified among logical topologies of
a plurality of virtual networks including a plurality of virtual
resources virtually constructed in physical devices.

Furthermore, this embodiment can have the following
advantageous effects. Even if virtual networks of a plurality
of tenants constructed by using a plurality of virtualization
techniques share a single physical infrastructure, individual
tenant topologies can be acquired promptly and accurately.
Furthermore, the difference in skills of individual persons in
creating logical topology diagrams can be dissolved and a
certain level of quality of the logical topology diagrams can
be maintained by visualizing the generated topology infor-
mation. Furthermore, visualization of the logical topology
enables intuitive verification of the accuracy of the config.
Furthermore, it is also possible to provide an automatic veri-
fication function that automatically guarantees no false con-
nections between tenants. For example, it is possible to verify
if the tenants are mistakenly coupled together, by identifying
each tenant topology and then further executing recursive
search processing. Then, in the environment where a traffic
flow rate can be monitored on a virtual resource basis, tenant-
based monitoring is possible by associating measured data
with the tenant topologies. Alternatively, tenant topology
designing skills can be evaluated objectively by calculating
structural complexity of the tenant topologies.

Second Embodiment

In the first embodiment, the embodiment judged whether
or not there exists a virtual resource (branch point resource),
which corresponds to a tenant branch point. To the contrary, if
it is known because of a whatever external factor that no
branch point exists, the processing for judging the existence
of the branch point resource is omitted in a second embodi-
ment; and other components are the same as those of the first
embodiment.

Its basic configuration is as explained in the first embodi-
ment; however, in the second embodiment as compared to the
first embodiment, the tenant branch point decision unit 253,
the branch point management table 254, and the branch point
node removal unit 271 are not necessary.

Therefore, the tenant branch point decision processing
S1702 is no longer necessary and the branch point node
removal processing S2101 and S2102 during the tenant topol-
ogy search processing (S1704) is also no longer necessary.

In this way, this embodiment can be realized by removing
some constituent elements of the first embodiment. There-
fore, if it is known that no branch point resource exists, the
processing related to the branch point resource can be omitted
and the simplified tenant topology identification processing is
possible according to this embodiment.

Third Embodiment

In the first embodiment, the branch point resource is
removed from the overall topology temporary management



US 9,137,118 B2

29

DB 251 as preliminary processing before the search when
searching tenant topologies; however, other examples of
implementation can be possible. Specifically, itis a method of
selecting a node to be searched, while avoiding the search of
the branch point resource as appropriate, as processing during
the search, but not as the preliminary processing before the
search, thereby extracting a partial graph successfully
searched within a range not including the branch point
resource and identifying and managing the extracted partial
graph as a tenant topology.

FIG. 26 shows an example of the configuration of the
management server 109 that implements this method. Refer-
ring to FIG. 26, the management server 109 retains a branch
point node judgment unit 2601 and a searched node table
2611 in the tenant topology search unit.

The branch point node judgment unit 2601 judges, during
the search processing, whether or not an appropriately
selected node matches the branch point node which repre-
sents the branch point resource.

The searched node table 2611 is a table for temporarily
managing a list of searched nodes during the recursive search
processing.

FIG. 27 shows a flow of tenant topology search processing
S1704 in the third embodiment. Referring to FIG. 27, the
recursive search unit 272 firstly clears the searched node table
2611 (S2701).

Next, the recursive search unit 272 selects one arbitrary
node, which is determined to be a mismatch upon the branch
point node judgment, from the node management table in the
overall topology temporary management DB 251 and sets it
as an origin node for the search (S2702).

Then, the recursive search unit 272 adds the selected origin
node to the searched node table 2611 (S2703).

Subsequently, the recursive search unit 272 executes
search processing on one tenant topology. Firstly, the recur-
sive search unit 272 judges whether or not any node, which is
determined to be a mismatch upon the branch point node
judgment, exists among unsearched nodes, with respect to
any adjacent nodes for a searched node group (S2704). If such
a node exists, the recursive search unit 272 executes the
following processing; and if such a node does not exists, the
recursive search unit 272 proceeds to step S2707. The
searched nodes are nodes retained in the searched node table
2611. Furthermore, the adjacent node indicates the opposite
node coupled to a certain node via an edge and can be iden-
tified by referring to the edge management table 244. Inci-
dentally, the details of the branch point node judgment pro-
cessing are shown in FIG. 28.

Next, the recursive search unit 272 selects one node, which
is unsearched and is determined to be a mismatch upon the
branch point node judgment, from the adjacent nodes for the
searched node group (S2705).

Then, the recursive search unit 272 adds the selected node
to the searched node table (S2706). Subsequently, the recur-
sive search unit 272 repeats this processing until the comple-
tion of the search of all the nodes coupled to each other by
returning to the processing in S2704.

After identifying all the nodes which can be reached with
respect to the origin node by tracing the connection relation-
ship, the partial topology identification unit 273 combines the
node groups in the identified searched node table 272 with all
the edges coupled to these node groups, recognizes the result-
ant combination as a partial topology constituting a tenant,
and removes it from the overall topology temporary manage-
ment DB 251 (S2707).

Then, the partial topology identification unit 273 generates
the tenant topology ID 1111 for the partial topology identified
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above, assigns the generated tenant topology ID 1111 to the
identified partial topology, and stores the identified partial
topology as a tenant topology 1101 (S2708). In this embodi-
ment, the value of the ID is a value that sequentially increases
from 1; however, any ID may be assigned as long as the ID is
capable of uniquely identifying the tenant topology.

Lastly, the partial topology identification unit 273 judges
whether or not any node, which is determined to be a mis-
match upon the branch point node judgment, exists in the
overall topology temporary management DB 251 (S2709). If
such a node exists, the partial topology identification unit 273
proceeds to step S2701 and executes the processing for iden-
tifying a tenant which has not been identified; and if such a
node does not exist, the partial topology identification unit
273 terminates the processing in this flow. The above-de-
scribed processing is the flow of the tenant topology search
processing 1704 according to the third embodiment.

FIG. 28 shows a flow of the branch point node judgment
processing. Referring to F1G. 28, by means of'this processing,
the branch point node judgment unit 2601 judges whether a
judgment target node is a branch point node or not.

Firstly, the branch point node judgment unit 2601 receives
the node ID of the judgment target node (S2801).

Next, the branch point node judgment unit 2601 checks if
the node ID of the judgment target node exists in the branch
point management table 254 (S2802).

The branch point node judgment unit 2601 judges whether
the judgment target node exists in the branch point manage-
ment table 254 or not (S2803). If the branch point node
judgment unit 2601 determines that the judgment target node
exists in the branch point management table 254, it returns a
judgment indicating that the judgment target node matches
the branch point node, and then terminates the processing
(S2804).

On the other hand, if the branch point node judgment unit
2601 determines that the judgment target node does not exist
in the branch point management table, it returns a judgment
indicating that the judgment target node does not match the
branch point node, and then terminates the processing
(S2805). The above-described processing is the flow of the
branch point node judgment processing.

In this embodiment, the recursive search unit 272 sets an
arbitrary unsearched virtual resource as the search origin and
executes the virtual network search processing for recursively
and iteratively searching the logical topology information of
all the virtual networks for a virtual resource which has the
connection relationship with the virtual resource serving as
the origin and is different from the branch point resource. The
partial topology identification unit 273 identifies a series of
virtual resources, which are obtained by the search by the
recursive search unit 272, as one partial network topology.

Under this circumstance, on condition that the partial
topology identification unit 273 identifies the series of virtual
resources as one partial network topology, the recursive
search unit 272 sets an arbitrary unsearched virtual resource
(which is a virtual resource different from the arbitrary
unsearched virtual resource selected as the origin) as a new
search origin, and this search unit executes the virtual net-
work search processing until it completes the search of all
virtual resources (which are different from the branch point
resource) for all the per-tenant virtual networks. Every time a
series of virtual resources is obtained by the search by the
recursive search unit 272, the partial topology identification
unit 273 identifies each series of virtual resources as one
partial network topology (which eventually corresponds to
the virtual network for a tenant).
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According to this embodiment, the branch point resource is
removed from the search target when searching the virtual
resources, so that the tenant branch point decision processing
and the branch point node removal processing are no longer
necessary and the tenant topology identification processing
can be simplified more than the first embodiment.

Fourth Embodiment

The aforementioned embodiments have described
examples of identifying tenant topologies. This embodiment
will further describe an example ofidentifying, grouping, and
managing tenant topologies having similar structures from
the identified tenant topologies. To identify similar tenant
topologies is effective in, for example, quantitatively acquir-
ing the tendency of a typical tenant topology.

FIG. 29 shows an example of the structure of the manage-
ment server 109 for identifying similar tenant topologies.
Referring to FIG. 29, in this embodiment, a similar tenant
topology DB 2901 and a similar tenant topology identifica-
tion unit 2902 are added to the management server 109
described in the first embodiment.

The similar tenant topology DB 2901 retains similar tenant
information identified by the similar tenant topology identi-
fication unit 2902. The structure of the similar tenant topol-
ogy DB 2901 is as shown in FIG. 30 and is basically the same
as that of the tenant topology DB 205; however, the difference
between the similar tenant topology DB 2901 and the tenant
topology DB 205 is that a group ID 3011 is newly added.
Tenant topologies having the same group ID means that they
are similar to each other.

The similar tenant topology identification unit 2902 iden-
tifies tenants of similar topologies from the tenant topology
DB 206 and stores it in the similar tenant topology DB 2901.
In order to identify similar tenant topologies, similarity
between tenant topologies is calculated quantitatively and a
set of tenant topologies with high mutual similarity is identi-
fied. For this purpose, the similar tenant topology identifica-
tion unit 2902 includes, as its elements, a tenant topology
temporary management DB 2911, a tenant topology acquisi-
tion unit 2912, an inter-topology similarity calculation unit
2913, an inter-topology similarity table 2914, a similarity
threshold value management table 2915, and a similar topol-
ogy extraction unit 2916.

The tenant topology temporary management DB 2911 is a
DB for temporarily retaining tenant topologies. Its structure is
the same as that of the similar tenant topology DB 2091.

The tenant topology acquisition unit 2912 obtains a tenant
topology list from the tenant topology DB 206 and stores it in
the tenant topology temporary management DB 2911.

The inter-topology similarity calculation unit 2913 is a
functional unit that calculates similarity between tenant
topologies. The inter-topology similarity calculation unit
2913 calculates a similarity matrix, using the tenant topology
list as an input; and then stores it in the inter-topology simi-
larity table 2914. Elements of the similarity matrix are simi-
larity between two tenant topologies.

The inter-topology similarity table 2914 retains the simi-
larity between tenant topologies. An example of the structure
of this table is shown in FIG. 31.

Referring to FIG. 31, the inter-topology similarity table
2914 is a table showing the similarity matrix between tenant
topologies and is constituted from tenant topology rows 3101
10 3103, and so on and tenant topology columns 3201 to 3203,
and so on. Both rows and columns represent tenant topolo-
gies. For example, row i represents the i-th tenant topology
and column j represents the j-th tenant topology. An element
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of row i and column j represents the similarity between the
i-th and j-th tenant topologies. When the similarity is 0, it
means that both topologies have the same structure; and as the
number increases, it means that the difference between these
topologies is large. This similarity is calculated according to,
for example, a graph edit distance described later. Inciden-
tally, this table structure is not mandatory and any other
appropriate formats may be used as long as the similarity
between arbitrary tenant topologies is retained.

The similarity threshold value management table 2915
retains a threshold value (reference value) for judging similar
topologies. The structure of this table depends on a cluster
analysis method described later and may often retain only one
number. This threshold value may be input, for example, by
the user via the management request reception unit 203 or a
constant may be retained in advance.

The similar topology extraction unit 2916 is a functional
unit for identifying a set of tenant topologies having high
mutual similarity. The similar topology extraction unit 2916
calculates the sum of similar tenant topologies by using the
inter-topology similarity table 2914 as an input and then
outputs the calculated sum.

FIG. 32 shows a flow of the similar tenant topology iden-
tification processing. Referring to FIG. 32, the tenant topol-
ogy acquisition unit 2912 firstly obtains the tenant topology
list from the tenant topology DB 206 and stores it in the tenant
topology temporary management DB 2911 (S3201). At this
point, no value is input to the group ID 3011 in the tenant
topology temporary management DB 2911.

Next, the inter-topology similarity calculation unit 2913
calculates the similarity between all combinations of topolo-
gies and stores the calculation results as the similarity matrix
in the inter-topology similarity table 2914 (S3202). The simi-
larity between the tenant topologies is calculated as a graph
edit distance which can be calculated by using a known
method.

Then, the similar topology extraction unit 2916 inputs the
similarity matrix of the inter-topology similarity table 2914
and the similarity threshold value management table 2915,
applies the existing cluster analysis method, and extracts and
outputs a group of similar tenant topologies (S3203).

Next, the similar topology extraction unit 2916 assigns the
same value to the group ID 3011 for the tenant topology
temporary management DB 2911 with respect to each tenant
topology in the same group (S3204).

Lastly, the similar topology extraction unit 2916 stores the
tenant topology temporary management DB 2911 in the simi-
lar tenant topology DB 2901 (S3205) and terminates the
processing in this routine. The above-described processing is
the flow of the similar tenant topology identification process-
ing.

Regarding the processing S3023, the graph edit distance
between two graphs is a minimum number of times of opera-
tions when graph operations to add and/or delete nodes and
edges are performed on one graph to make it isomorphic to
the other graph. To be isomorphic means that two graphs have
the same structure. In other words, the connection relation-
ship between nodes and edges of one graph is maintained,
while the respective nodes of both the graphs can be mapped
to each other one-on-one.

The graph edit distance between two graphs can be calcu-
lated by a known method. In this example of identifying the
similar tenant topologies, a method capable of mapping only
when the node types of both nodes match is used for mapping
between the nodes. By this method, for example, mapping
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between two virtual LAN nodes is permitted, but mapping
between a virtual LAN node and a virtual router node is not
permitted.

Regarding the processing S3204, the existing cluster
analysis method may be used to identify similar components
from the similarity matrix. Examples of the cluster analysis
method include hierarchical clustering and K-means method.
These methods are to group mutually similar components,
assign a group ID to them, and output them. All the input
components belong to any of groups. The group ID generated
by these methods will be assigned as the group ID 3011.

One example of the cluster analysis is as follows. Firstly, a
threshold value is obtained from the similarity threshold
value management table 2915. The value of this threshold
value is defined as T. Next, reference is made to the inter-
topology similarity table 2914 and a series of tenant topolo-
gies whose mutual similarity is T or lower is extracted. For
example, in a case of T=0, a set of completely matching
graphs is extracted. Next, the group ID 3011 is generated and
assigned to the series of extracted tenant topologies. Any
value may be used as the group ID as long as it can identify the
extracted group. Then, this extraction processing is repeated
until it is applied to all the tenant topologies. As a result of
these operations, similar tenant topologies can be extracted.
Because of the above-described structure, the similar tenant
topologies can be identified.

Although the graph edit distance is used as the similarity in
the above-described embodiment, whether the graphs are
isomorphic to each other or not may be used as the similarity.
Specifically, for example, if two graphs are isomorphic, the
similarity may be set to 1; and if the two graphs are not
isomorphic, the similarity may be set to 0. This similarity can
be calculated by an existing method.

Incidentally, regarding mapping between nodes upon the
graph isomorphic judgment, mapping is permitted if the node
types match in this embodiment; however, any other appro-
priate methods may be used. For example, a method of per-
mitting mapping when the node types and the device IDs
match when performing mapping may be used.

According to this embodiment, similar tenant topologies
can be identified among the respective tenant topologies.

Incidentally, various variations of the aforementioned
embodiments are feasible. Part of the configuration of a cer-
tain embodiment can be replaced with the configuration of
another embodiment and the configuration of another
embodiment can be added to the configuration of a certain
embodiment. Also, part of the configuration of each embodi-
ment can be added to, or deleted, or replaced with, the con-
figuration of another configuration.

Furthermore, a part or whole of each of the aforementioned
configurations, functions, and so on may be realized by hard-
ware by, for example, designing them in integrated circuits.
Also, each of the aforementioned configurations, functions,
and so on may be realized by software by processors inter-
preting and executing programs for realizing each of the
functions. Information such as programs, tables, and files for
realizing each of the functions may be recorded and retained
in memories, storage devices such as hard disks and SSDs
(Solid State Drives), or storage media such as IC (Integrated
Circuit) cards, SD (Secure Digital) memory cards, and DVDs
(Digital Versatile Discs).

Although the present disclosure has been described with
reference to example embodiments, those skilled in the art
will recognize that various changes and modifications may be
made in form and detail without departing from the spirit and
scope of the claimed subject matter.
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We claim:

1. A management server comprising:

a storage device storing logical topology information of a
plurality of virtual networks including a plurality of
virtual resources virtually constructed in a plurality of
physical devices coupled to a network, which is logical
topology information of the virtual networks; and

a controller configured to manage the logical topology
information of the virtual networks;

wherein the controller is configured to judge, based on the
logical topology information of the virtual networks,
whether or not a branch point resource which is a virtual
resource for coupling the plurality of virtual networks
and constitutes a branch point for each virtual network
exists in the virtual networks, and

in response to a judgment result that the branch point
resource exists, the controller is configured to search the
logical topology information of each of the virtual net-
works, extract a series of virtual resources that termi-
nates atthe branch point resource, and identify the series
of extracted virtual resources as a partial topology,
which represents the logical topology of a virtual net-
work inside the virtual networks;

wherein the controller includes a branch point decision unit
configured to judge whether the branch point resource
exists or not, based on the logical topology information
of the virtual networks; and

wherein the branch point decision unit includes at least one
of:

a request analysis unit configured to, upon receipt of a
request designating the branch point resource, analyze
information added to the request and extract the branch
point resource from the logical topology information of
the virtual networks; and

a branch point estimation unit configured to extract a spe-
cific virtual resource from the logical topology informa-
tion of the virtual networks based on degree information,
which is information indicating a connection relation-
ship between the virtual resources existing in each vir-
tual network and indicating the number of connections
with other virtual resources, and estimate an extracted
virtual resource as a branch point resource.

2. The management server according to claim 1, wherein

the controller includes:

a topology search unit configured to search the logical
topology information of the virtual networks and iden-
tify a series of virtual resources that terminates at the
branch point resource, as one partial topology;

a branch point management table configured to manage the
branch point resource of each virtual network; and

a branch point registration unit configured to register the
branch point resource in the branch point management
table;

wherein the topology search unit includes:

a branch point removal unit configured to remove the
branch point resource from the logical topology infor-
mation of the virtual networks;

a recursive search unit configured to set an arbitrary
unsearched virtual resource as a search origin and
execute virtual network search processing for recur-
sively or iteratively searching for a series of virtual
resources having a connection relationship with the vir-
tual resource serving as the origin from the logical topol-
ogy information of the virtual networks, from which the
branch point resource is removed; and
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apartial topology identification unit configured to identify
a series of virtual resources obtained by the search by the
recursive search unit as one partial topology;

wherein on condition that the partial topology identifica-
tion unit identifies the series of searched virtual
resources as one partial topology, the recursive search
unit is configured to set an arbitrary unsearched virtual
resource as a new search origin and execute the virtual
network search processing until the search of all search
target virtual resources in the virtual networks is com-
pleted; and

wherein every time a series of virtual resources is obtained
by the search by the recursive search unit, the partial
topology identification unit is configured to identity
each series of virtual resources as one partial topology,
which represents the logical topology of a virtual net-
work inside the virtual networks.

3. The management server according to claim 1, wherein

the controller includes:

a topology search unit configured to search the logical
topology information of the virtual networks and iden-
tify a series of virtual resources that terminates at the
branch point resource, as one partial topology;

abranch point management table configured to manage the
branch point resource of virtual network; and

a branch point registration unit configured to register the
branch point resource in the branch point management
table;

wherein the topology search unit includes:

a recursive search unit configured to set an arbitrary
unsearched virtual resource as a search origin and
execute virtual network search processing for recur-
sively or iteratively searching for a virtual resource,
which has a connection relationship with the virtual
resource serving as the origin and is different from the
branch point resource, from the logical topology infor-
mation of the virtual networks; and

apartial topology identification unit configured to identify
a series of virtual resources obtained by the search by the
recursive search unit as one partial topology;

wherein on condition that the partial topology identifica-
tion unit identifies the series of searched virtual
resources as one partial topology, the recursive search
unit is configured to set an arbitrary unsearched virtual
resource as a new search origin and execute the virtual
network search processing until the search of all search
target virtual resources, which are different from the
branch point resource, among the virtual resources of the
virtual networks is completed; and

wherein every time a series of virtual resources is obtained
by the search by the recursive search unit, the partial
topology identification unit is configured to identity
each series of virtual resources as one partial topology,
which represents the logical topology of a virtual net-
work inside the virtual networks.

4. The management server according to claim 1, wherein

the controller includes:

atopology temporary management database configured to
temporarily retain and manage the logical topology
information of the virtual networks; and

a partial topology management database configured to
retain and manage information about the identified par-
tial topology.

5. The management server according to claim 4, wherein

the controller includes:
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anode pattern management table for managing a node type
indicating a type of the virtual resource and a generation
pattern regarding generation of the virtual resource;
an edge pattern management table for managing an edge
type indicating a type of an edge for mutually coupling
a plurality of virtual resources, a connection node type
indicating a type of the virtual resources coupled to both
ends of the edge, and a connection pattern regarding
connection between the virtual resources; and
a topology generation unit configured to refer to the node
pattern management table and the edge pattern manage-
ment table based on setting information of the physical
devices, generate virtual resource information and inter-
virtual-resource connection information corresponding
to the virtual resources, and generate the logical topol-
ogy information of the virtual networks from the gener-
ated virtual resource information and inter-virtual-re-
source connection information.
6. The management server according to claim 5, wherein
each virtual network is constructed with a plurality of types of
virtualization techniques;
wherein the virtual resource information includes a node
type indicating a type of the virtual resource, a device ID
of a physical device, in which the virtual resource virtu-
ally exists, and an intra-type ID for uniquely identifying
the virtual resource in the virtual network; and

wherein the inter-virtual-resource connection information
includes an edge type indicating a type of an edge for
mutually coupling a plurality of virtual resources exist-
ing in the virtual network and a plurality of node IDs for
uniquely identifying two virtual resources coupled to
both ends of the edge in the virtual network.

7. The management server according to claim 6, wherein
the plurality of types of virtualization techniques to virtualize
a network device among the physical devices are configured
by using two or more of a virtual LAN technique, a virtual
interface technique, and a virtual router technique.

8. The management server according to claim 1, wherein
the controller is a controller configured to control a display
device, and

the controller is configured to search the logical topology

information of the virtual networks based on the branch
point resource constituting the branch point of the vir-
tual network, extract a series of virtual resources that
terminates at the branch point resource, identity the
series of extracted virtual resources as a partial topology,
issue an instruction to the display device to display infor-
mation about the identified partial topology, and issue an
instruction to the display device to not display informa-
tion indicating a correspondence relationship between
the physical devices and the virtual networks.

9. A management method for a management server which
includes a storage device storing logical topology informa-
tion of a plurality of virtual networks including a plurality of
virtual resources virtually constructed in a plurality of physi-
cal devices coupled to a network, which is logical topology
information of the virtual networks, and a controller for man-
aging the logical topology information of the virtual net-
works,

the method comprising:

judging, by the controller, based on the logical topology

information of the virtual networks, whether or not a
branch point resource which is a virtual resource for
mutually coupling the plurality of virtual networks and
constitutes a branch point for each virtual network exists
in the virtual resources of the virtual networks;



US 9,137,118 B2

37

searching, by the controller, the logical topology informa-
tion of the virtual networks and extracting, by the con-
troller, a series of virtual resources that terminates at the
branch point resource in response to a judgment result
that the branch point resource exists; and

identifying, by the controller, the series of extracted virtual
resources as a partial topology, and

wherein the controller includes a branch point decision unit
for judging whether the branch point resource exists or
not, based on the logical topology information of the
virtual networks; and

wherein the branch point decision unit includes at least one
of:

arequest analysis unit for, upon receipt of a request desig-
nating the branch point resource, analyzing information
added to the request and extracting the branch point
resource from the logical topology information of the
virtual networks; and

a branch point estimation unit for extracting a specific
virtual resource from the logical topology information
of the virtual networks based on degree information,
which is information indicating a connection relation-
ship between the virtual resources existing in each vir-
tual network and indicating the number of connections
with other virtual resources, and estimating an extracted
virtual resource as a branch point resource.

10. The management method according to claim 9,

wherein the controller includes:

a topology search unit for searching the logical topology
information of the virtual networks and identifying a
series of virtual resources that terminates at the branch
point resource, as one partial topology;

a branch point management table for managing the branch
point resource of each virtual network; and

a branch point registration unit for registering the branch
point resource in the branch point management table;

wherein the topology search unit includes:

a branch point removal unit for removing the branch point
resource from the logical topology information of the
virtual networks;

a recursive search unit for setting an arbitrary unsearched
virtual resource as a search origin and executing virtual
network search processing for recursively or iteratively
searching for a virtual resource having a connection
relationship with the virtual resource serving as the ori-
gin from the logical topology information of the virtual
networks, from which the branch point resource is
removed; and

apartial topology identification unit for identifying a series
of virtual resources obtained by the search by the recur-
sive search unit as one partial topology;

wherein on condition that the partial topology identifica-
tion unit identifies the series of virtual resources as one
partial topology, the recursive search unit executes a step
of setting an arbitrary unsearched virtual resource, as a
new search origin and executing the virtual network
search processing until the search of all search target
virtual resources in the virtual networks is completed;
and

wherein every time a series of virtual resources is obtained
by the search by the recursive search unit, the partial
topology identification unit executes a step of identify-
ing each series of virtual resources as one partial topol-
ogy, which represents the logical topology of a virtual
network inside the virtual networks.

11. The management method according to claim 9,

wherein the controller includes:
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a topology search unit for searching the logical topology
information of the virtual networks and identifying a
series of virtual resources that terminates at the branch
point resource, as one partial topology;

a branch point management table for managing the branch
point resource of each virtual network; and

a branch point registration unit for registering the branch
point resource in the branch point management table;

wherein the topology search unit includes:

a recursive search unit for setting an arbitrary unsearched
virtual resource as a search origin and executing virtual
network search processing for recursively or iteratively
searching for a virtual resource, which has a connection
relationship with the virtual resource serving as the ori-
gin and is different from the branch point resource, from
the logical topology information of the virtual networks;
and

apartial topology identification unit for identifying a series
of virtual resources obtained by the search by the recur-
sive search unit as one partial topology;

wherein on condition that the partial topology identifica-
tion unit identifies the series of searched virtual
resources as one partial topology, the recursive search
unit executes a step of setting an arbitrary unsearched
virtual resource as a new search origin and executing the
virtual network search processing until the search of all
search target virtual resources, which are different from
the branch point resource, among the virtual resources of
the virtual networks is completed; and

wherein every time a series of virtual resources is obtained
by the search by the recursive search unit, the partial
topology identification unit executes a step of identify-
ing each series of searched virtual resources as one par-
tial topology, which represents the logical topology of a
virtual network inside the virtual networks.

12. The management method according to claim 9,

wherein the controller includes:

a topology temporary management database for tempo-
rarily retaining and managing the logical topology infor-
mation of the virtual networks; and

a partial topology management database for retaining and
managing information about the identified partial topol-
ogy.

13. The management method according to claim 12,

wherein the controller includes:

anode pattern management table for managing a node type
indicating a type of the virtual resource and a generation
pattern regarding generation of the virtual resource;

an edge pattern management table for managing an edge
type indicating a type of an edge for mutually coupling
a plurality of virtual resources, a connection node type
indicating a type of the virtual resources coupled to both
ends of the edge, and a connection pattern regarding
connection between the virtual resources; and

a topology generation unit for referring to the node pattern
management table and the edge pattern management
table based on setting information of the physical
devices, generating virtual resource information and
inter-virtual-resource connection information corre-
sponding to the virtual resources, and generating the
logical topology information of the virtual networks
from the generated virtual resource information and
inter-virtual-resource connection information.

14. The management method according to claim 13,

wherein each virtual network is constructed by a plurality of
types of virtualization techniques;
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wherein the virtual resource information includes a node
type indicating a type of the virtual resource, a device ID
of'a physical device, in which the virtual resource virtu-
ally exists, and an intra-type ID for uniquely identitying
the virtual resource in the virtual network; and

wherein the inter-virtual-resource connection information
includes an edge type indicating a type of an edge for
mutually coupling a plurality of virtual resources exist-
ing in the virtual network and a plurality of node IDs for
uniquely identifying two virtual resources coupled to
both ends of the edge in the virtual network.

15. The management method according to claim 14,
wherein the plurality of types of virtualization techniques to
virtualize a network device among the physical devices and
are configured by using two or more of a virtual LAN tech-
nique, a virtual interface technique, and a virtual router tech-
nique.

16. A management method for a management server which
includes a storage device storing logical topology informa-
tion of a plurality of virtual networks including a plurality of
virtual resources virtually constructed in a plurality of physi-
cal devices coupled to a network, which is logical topology
information of the virtual networks, and a controller for man-
aging the logical topology information of the virtual net-
works,

the method comprising:

judging, by the controller, based on the logical topology

information of the virtual networks, whether or not a
branch point resource which is a virtual resource for

10

15

20

25

40

mutually coupling the plurality of virtual networks and
constitutes a branch point for each virtual network exists
in the virtual resources of the virtual networks;

searching, by the controller, the logical topology informa-
tion of the virtual networks and extracting, by the con-
troller, a series of virtual resources that terminates at the
branch point resource in response to a judgment result
that the branch point resource exists; and

identifying, by the controller, the series of extracted virtual
resources as a partial topology,

wherein the controller is a controller for controlling a dis-
play device; and

the method further comprising:

searching, by the controller, the logical topology informa-
tion of the virtual networks based on the branch point
resource constituting the branch point of the virtual net-
work and extracting, by the controller, a series of virtual
resources that terminates at the branch point resource;
and

identifying, by the controller, the series of virtual
resources, which was extracted in the above extracting
step, as a partial topology, issuing, by the controller, an
instruction to the display device to display information
about the identified partial topology, and issuing, by the
controller, an instruction to the display device to not
display information indicating a correspondence rela-
tionship between the physical devices and the virtual
networks.



